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1

Concepts

1.1 General information

The akYtec Cloud service is designed for remote device monitoring, control and prompt notification
of emergency situations at facilities.

To access akYtec Cloud, you need a web browser and an internet connection.

Features of akYtec Cloud:

[i]

Graph and table updates (device polling period): at least every 60 seconds
Instant control: command execution with no lag*®

Data storage: up to 90 days from the current date

Mnemonic diagrams: up to 3

Charts: upto 7

Summary reports: up to 7

Custom programs for the virtual PLC (up to 50)

Unlimited objects on the map;

Unlimited e-mail and Telegram bot alerts;

Plug and play for akYtec devices with pre-made connection templates
GDPR compliant (Tier lll EU servers)

Secure data transmission from the device to the cloud

99.6% server uptime.

NOTE

* The speed of real-world execution depends on the stability of your internet connection and
hardware performance.
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1 Concepts

1.2 Terms and abbreviations

APIl— a software interface that allows akYtec Cloud to be integrated with other information systems
Acceptance of the offer — agreeing to the terms and conditions of the offer by registering for the
service

Categories — groups of devices

Mnemonic diagram — a visualization screen used to display parameter values and events
Facility — one or more devices

OS — operating system

Privileges — user access rights that determine their experience with akYtec Cloud

Gx24 — network gateways GG-24—, GE-24—, GW-24—Cloud
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2 Quick start

9.

© N o g s~ D=

Sign up for the akYtec Cloud service as an individual or legal entity.
Add a device.
Configure the device.

Customize the display of device parameters (accuracy, dimension, multiplier, text description).

Customize the display of device parameters in reports (parameters, graphs, tables).

Configure the device events and notification sefttings.

If necessary, customize the facility events.

Add advanced features:

Visualization of facility operations using simple mnemonic diagrams

User-defined custom graphs for comparing data from different devices or similar parameters
Consolidated report for analyzing the operation of the facility over a period

Programming automation logic in Pascal for controlling the facility.

Add new users and assign roles and access rights to facilities.

akYtec Cloud team thanks you for choosing our service and hopes your experience will be easy and
seamless.
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3 Signup

Open your browser and type in https://cloud.akytec.de/. A window will appear:

.= 1

Log In ES| English
-~
Email k-."-
=
Password E
=
~——

v Remember me

Forgot password? | Sign up | Demo login

5&

Sign up in the service as a legal entity or as an individual.

Enter the Email and Password you used during sign-up. Click the Log in button. With two-factor
authentication disabled, the main akYtec Cloud window will appear.

With two-factor authentication enabled:

— Check the email used when adding a user.

— In the window that appears, enter the one-time code from the email and click the Log in button.

Two-factor &5 English
authentication

You can request the code again in 0:57

Forgot password? | Sign up | Demo login

— The main akYtec Cloud window will appear.

NOTICE
(D If you entered an incorrect code 3 times, you can re-entry after 1 hour. If you enter the code
incorrectly one more time, your login/password will be temporarily frozen. In this case, please

contact technical support at info@akytec.de.
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4 Legal entities
4.1 General information

You can obtain the legal entity status:
— By signing up for the akYtec Cloud service

— By converting an individual account to a legal entity account. To change your account type
(Individual -> Legal entity), please contact our support team at info@akytec.de.

Services for legal entities are provided based on a unilateral offer.

4.2 Legal entity sign up

rﬂ - T BT -
Legal entity sign up 5 english
=

| Individual Legal entity or individual entrepreneur I
Company data
| Country* N
European Individual Tax Number (EU ITN), many letters and digits* Email for receiving invoices*
Use the "," character to separate list
\ items
I
a Legal entity name* i
| | Legal entity address* i
Postal address* N
-3
Original invoices and other official documents will be sent by mail to this address. N
Credentials
‘ Surname* Email* Phone
\ Name* Password, at least 6 digits* Skype
Password confirmation® Position
™
I'm not a robot L4

reCAPTCHA
Privacy - Terms

(] accept terms of Offers. *
[ | agree toPrivacy policy. *

(O I agree to receive marketing and informational emails from akYtec. *

After successful registration, a link to confirm the action will be sent to the specified email.

. w1 s /5 ST

Required fields marked with *
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4 Legal entities

Fill out the credentials.

CAUTION
A Company credentials can only be changed by contacting technical support at
info@akytec.de.
2. Read the offer and privacy policy, and check the box to indicate your agreement.
3. Click the Sign up button. An email will be sent to the specified address to confirm your sign-up.

4. Open the email you received and click the confirmation link. The akYtec Cloud window will open,
and you will see a message: “Your sign-up has been confirmed.”

A CAUTION

If you have not received the confirmation email, please contact Technical Support at
5. Login to akYtec Cloud.

—_

info@akytec.de.

4.3 Offer agreement

The akYtec Cloud service is provided based on a unilateral offer.
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5 Individuals

5.1 Individual sign up

r— - - - — —- .= T
Individual sign up

“ Legal entity or individual entrepreneur

Country* v

Credentials

Surname* Email* Phone

Name* Password, at least 6 digits* Skype

Password confirmation* Company or group name

I'm not a robot

After successful sign up you will receive a message by email you entered while signing up.

| Required fields marked with *

Fill out the credentials.
Read the offer and privacy policy and check the box to indicate your agreement.

Click the Sign up button. An email will be sent to the specified address to confirm your sign-up.

AN =

Open the email you received and click the confirmation link. The akYtec Cloud window will open,
and you will see a message: “Your sign-up has been confirmed.”.

5. Login to akYtec Cloud.

5.2 Offer agreement

The akYtec Cloud service is provided based on a unilateral offer.
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6 Rights and roles

There are two types of users in the akYtec Cloud service:
— Administrator: Can add users and has access to all the capabilities of other roles.
— User: Has restricted rights, including:

— Access to a specific device group

— Access to certain actions (roles)

Rights and roles are assigned when adding or modifying a user account.

Role

Role enabled (available options)

Role disabled (available options)

Administrator

— Add users

— All the capabilities available to
the other roles

Options according to the chosen
roles

Profile Manager

Full access to your company
profile:

— View
— Edit the company profile

Restricted access to company
profile:

— View the company profile

Category Manager

Full access to groups:

— Create

— Rename

— Move groups and subgroups

— Organize devices, mnemonic
diagrams, templates, graphs,
reports, programs, desktops into
groups (if there is access to
devices)

— Delete

Restricted access to groups:

— View groups

— Distribute devices, mnemonic
diagrams, templates, graphs,
reports, programs, desktops to

groups (if there is access to
devices)

Device Manager

Full access to the company's
devices:

~ Add
— Set up devices

Restricted access to the company's
devices:

— View data and events in a device
— Organize devices into groups

Mnemonic
Diagram Manager

Full access to mnemonic diagrams:
— View

~ Add

— Edit

Delete mnemonic diagrams

Restricted access to mnemonic
diagrams:

— View

— Start templates on mnemonic

diagrams if the Command
Manager role is enabled

Graph Manager

Full access to custom graphs:
— View custom graphs and trends

— Add, edit, delete custom graphs
of the company

Restricted access to custom graphs:
— View custom graphs and trends

- View
— Create and compile

— Start and stop
— Delete custom programs

Report Manager Access to the consolidated report. | Restricted access to the consolidated
- View report:
— Add — View
— Delete the consolidated report

Program Manager | Full access to custom programs : No access

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de
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Desktop Manager

Full access to desktops:

View
Add
Edit
Delete

Restricted access to desktops:

~ View

— Start templates if the Command
Manager role is enabled

— View trends

Event Manager

Full access to events:

View the device events and

facility events list
Set up device events or facility
events

Edit
Delete

Restricted access to events:

— View the device events and facility
events list

Command
Manager

Full access to templates:

Create
Start templates and start

templates on mnemonic
diagrams, run templates on
desktops

Delete

No access

Configuration
Manager

Access to device configurations:

Record a set of controlled

parameters (configurations) to

the device

No access

Own Settings
Manager

Full access to your profile:

Change account data

Restricted access to your profile:
— View account data

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de
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7 Navigating the interface

The akYtec Cloud main window:

Setup for tree displaying

cloud AFirst @Alarms o @ Facility Events Q Devices on map

Demonstration devices 2§
New category 1
Pavle-Presentation

[ 001

Al H
+ PR200 - Presentation i
+ um0101 Alex

+/ um0101 Oliver

Setting up the tree display:

Offer for legal entities and

individuals Administration

Contact
Technical Support

Demc Demo

DA IE@SSB I NG

Show in the tree:
Favorites
All v . .
, Online devices
Devices v v v v v . .
Templates v v | ' Devices with alarms
Mnemonic v v . .
diagrams Offline devices
Graphs v v
Reports v v
Programs v v
Desktops v v
Cancel
i
Navigating the Administration section:
.. Demo Demo
aky :tec;um AFirst @Alarms o & Facility Events @ Devices on map DA I @SS | /G
Current company: Q ¥ Categories o Create
Tabs with settings of: Own company~
« devices
W 1-40f4it
. P Mnemonic diagrams
mnemonic diagrams Name Device D Categories Updated
« custom graphs Graphs &
. reports . o | Shtbdibiee PLC over Modbus TCP i Demonstration devices 4 minutes ago o
- custom programs Reports v Arbitrary modbus device e 2 days ago )
: facllltly events Programs (Beta) v PLC over Modbus TCP Hhraraa 3 minutes ago [ ]
- templates
X deskiops Facility Events v PLCover Modbus TCP ~ kwkwas e 3 minutes ago i
« notifications Templates
« user control
Desktop
- change of group profile
Notifications

Consumers companies

Users

Group profile
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8 Add and set up devices

8.1 Adding a device

Devices are added to akYtec Cloud and set up based on:

— Device type

— Connection interface (RS485 or Ethernet).

=>
ETHERNET GPRS | WEFI |
Y Y
aotec  piin aortec  pare aortec
GE-24 GG-24 GW-24
GE-24-CLOUD GG-24-CLOUD GW-24-CLOUD
ETHERNET (MODBUS TCP)
DEVICES WITH PROGRAMMABLE THIRD-PARTY DEVICES DEVICES WITH PROGRAMMABLE DEVICES
RS-485 DEVICES WITH RS-485 WITH RS-485 ETHERNET WITH ETHERNET
(MODBUS RTU) (MODBUS RTU) (MODBUS RTU) (MODBUS TCP) (MODBUS TCP)
aortec ot (] © B aK'tec akrtec [§o8() ©
MX210
L1 |
Y o |
—
PLC MX210 PLC
e cMlllocccccccccccecec i
o [ oo |
s
. o o o — =
T:'.W T —.
&~ [0 oo |
MX110 PR o cocooecccoccococc I
PR SPC210
SENSORS
Table 8.1 Devices
Device Connection and configuration

Programmable logic controllers (PLC, SPC)

PLC210, SPC210

Connection via Ethernet

Programmable compact controller

SMI200

Connection via RS485 (via gateway)

Programmable relays

PR103, PR200, PR102, PR100

Connection via RS485 (via gateway)
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Connection via Ethernet

Programmable relay connection

Input and output modules (Mx)

MV210, MU210, MK210, ME210 | Connection via Ethernet

MV110, MU110, MK110, ME110 | Connection via RS485 (via gateway)

Open the Devices tab in the Administration section. Click the Add device button. A window will
appear:

Device registration
Device type*

D*

Enter one of the following values: device serial number, IMEI, MAC address

Network address*

Serial number

Device name*
Categories “

Time zone* GMT0:00 v

Time on the device page will be shifted according to the time zone.

Device type — select the model of the akYtec device or a Modbus device.

8.2 Device replacement

Open the Devices tab in the Administration section. Select a device from the list and click on its
name. A window with the device settings will appear:

[UEEIRE e Event settings  Parameter settings

Basic settings

Current identifier EEEERRIERE
Device type PLC over Modbus TCP
New ID
Device name* hs0101
Categories Demonstration devices v

New ID - enter the ID of the new device.
Click the Save button. akYtec Cloud will replace the device.

8.3 Device setup

Open the Devices tab in the Administration section. Select a device from the list and click on its
name. A window with the device settings will appear:

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de
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[ eI Event settings  Parameter settings

Basic settings

Current identifier

Device type

Serial number

Device name*

Categories

Time zone*

Log retention period*

"Operational” polling period*

"Configuration” polling period*

"Manageable” polling period*

Offline period*

COM-port baud rate*

COM-port Setup*

Network address*

Symbol timeout*

Overall timeout*

Modbus protocol*

e e e e ek ke

Arbitrary modbus device

dede ke e ke e ke

GMT+1:00 v

Time on the device page will be shifted according to the time zone.

90 days

Not more than 90 days

60 sec

Polling interval for operation parameters

70 sec

Polling interval for configuration parameters

80 sec

Polling interval for manageable parameters

91 sec

The value must be greater than the minimum interval for polling parameters

9600 v

8N1 v

1
2-byte integer (DEC)

100 ms
100 ms
RTU v

Allow packet read
The system will group requests to neighbor Modbus-registers in one packet

Current identifier is the number of the device connected to akYtec Cloud:
— Serial number of the GG-24—, GE-24—, GW-24— Cloud gateway

— Serial number of akYtec devices with Ethernet

— MAC address of the PLC / SPC connected via Ethernet

8.3.1 General device settings (basic settings)

This section contains settings common to all devices.

Select Basic settings / General settings in the device settings. A window will appear:

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de
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Device name* Greenhouses
Categories Greenhouse complex v
Time zone* GMT+1:00 v

Time on the device page will be shifted according to the time zone.

Log retention period* 90 days

Not more than 90 days

"Operational"” polling period* 60 sec

Polling interval for operation parameters

"Configuration" polling period* 60 sec

Polling interval for configuration parameters

"Manageable" polling period* 60 sec

Polling interval for manageable parameters

Offline period* 300 sec

The value must be greater than the minimum interval for polling parameters

Device name — enter the name of the device to be displayed in akYtec Cloud.

Categories — select the groups to which the device belongs.

Time zone — select the time zone where the device is located. Reports based on this time zone will
take the time parameters into account.

Log retention period — enter the retention time for data from the device. The maximum value is 90
days. This period defines how long each new record will be retained before being automatically
deleted from the database. When a parameter value is changed, the new value applies only to the
new events.

“Operational” polling period — set the polling period for operational parameters (see Setting the
device parameter types).

“Configuration” polling period — set the polling period for configuration parameters (see Setting
the device parameter types).

“Manageable” polling period — set the polling period for manageable parameters (see Setting the
device parameter types).

Offline period — set the no response time from the device (gateway or Ethernet-connected devices),
after which akYtec Cloud will register a "Device is offline" alarm. The value must be greater than the
minimum of the three set polling periods.

8.3.1.1 Connection via gateway: RS485 interface and protocol settings

COM-port baud rate* 9600 v
COM-port Setup* 8N1 v
Network address* 1

2-byte integer (DEC)

Symbol timeout* 100 ms
Overall timeout* 100 ms
Modbus protocol* RTU v

Allow packet read
The system will group requests to neighbor Modbus-registers in one packet

Network address — the address of the device connected to the Gx—24 gateway.
COM-port baud rate — set the COM port speed of the device connected to the Gx—24 network
gateway.
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COM-port Setup — select the COM port settings set for the device connected to the Gx—24 gateway:
— Number of information bits per byte of data. Possible options: 7, 8

— Parity mode. Possible options: N - none, E - even, O - odd

— Stop bits. Possible options: 1, 2.

Example:
8N1 - 8 data bits, no parity, 1 stop bit.

Symbol timeout — the waiting time for the next byte of data. The recommended value is 100 ms.
Overall timeout — the waiting time for the complete data packet to be received. The recommended
value is 600 ms.

Modbus protocol — the protocol set for the device connected to the gateway. Possible options: RTU
or ASCII.

Allow packet read — check the box to speed up data exchange (only if the connected device
supports batch reading, as specified in the device user guide).

8.3.1.2 Direct connection via Ethernet

Current identifier *kkkkkkkkkkkkkkkkk
Device type ME210 over Ethernet - Manual setting
New ID
Password
Device name* device_name

Authorization token — a key for authorization on the server for akYtec programmable devices in
Codesys 3.5.
Password — the device access password set in akYtec Tool Pro.

8.3.2 Setting the device parameter types

There are three types of parameters in akYtec Cloud:
— Operational: Parameters whose values change frequently and need to be monitored promptly.

— Manageable: Parameters that can be written to the device, such as parameter recording,
template recording, configurations.

— Configuration: Parameters displayed on the Configuration tab. This is particularly useful, for
example, for recipes when you want to change several parameters to predefined values at once.

Each parameter type has its own polling period.
Open the Parameter settings tab in the device settings. A window will appear:

Basic settings  Events settings REICINEESS Ul

& ExporttoSON T Clear all parameters  Import from file ~ Settings {1}
Parameter Code ?::g:ion x:'c::ion ::5'::: :r::szfrement ?oartr:at =L = =5 u 4
4.-All parameters +
Charge h1 03 non writable F9 % RH: % RH int32 v v v ¥v ¥ 71
L-Temperature h2 03 16 FB deg: °C float ¥ ¥ ¥ ¥ ¥ ¥ ¥ gi
Humidity h3 03 non writable FD % RH: % RH int32 v v v ¥ ¥ i

Check the appropriate boxes for the device parameters:
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= 0
Operational parameters

Configuration parameters

v v Manageable parameters

8.3.3 Customizing the display of parameters in reports

akYtec Cloud provides the following display settings:
— Enable or disable parameter display in reports.
— Change the order in which groups and parameters are displayed.

Enable/disable parameter display in reports
Open the Parameter settings tab in the device settings. A window will appear:

Basic settings  Events settings [EEICINEE SRSl

& Exportto)SON T Clear all parameters  Import from file ~ Settings {}f

Parameter Code ?::jtion x::ion ::glrs:sesr :I::s‘::rement :oartr:at =0 = = a8
4.-All parameters +
‘ Charge h1 03 non writable F9 % RH: % RH int32 v v v ¥ ¥ g1
‘Temperature h2 03 16 FB deg: °C float v v ¥ v ¥ ¥ ¥ 71
-Humidity h3 03 non writable FD % RH: % RH int32 v v v Vv ¥ & ii]

Check the appropriate boxes to display the device parameters in the reports:
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fill
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»

Display in parameters -+ «~ « «  Displayin event settings

|
Display in tables | | Display in graphs

ak>tec Demo Demo
cloud A First @Alarms o &g Facility Events Q Devices on map 0 @ B8 QG

Devices of company: hs0101 last updated gy

Own company « 4 minutes ago

Category or file Q IEIEIMEES) Tables Timing diagrams  Events  Write commands  Configurations

[+

i ‘Demonstration devices 2 Parameter Code Title
-+ hso101 4-All parameters

x 7= Temp. 33 ‘ Charge h1  63%RH

! New category 1 | Temperature h2 25°C

i—-Pavle-Presentation Humidity h3 58 % RH
[i] 001

|
LA i
L« PR200 - Presentation :
i

Change the order in which parameters are displayed

By default, the parameter list is sorted alphabetically. You can customize the order of parameters
displayed in akYtec Cloud.

Open the Parameter settings tab in the device settings. Move the parameter using drag-and-drop
or the arrows.

4-All parameters = B3

~-Charge h1 03 non writable F9 % RH: % RH int32 v v ¥
_ Temperature h2 03 16 FB deg: °C float ~ V¥ W
“~Humidity h3 03 non writable FD %RH:%RH  int32 & &~ W

8.3.4 Device parameter settings when operating via Modbus protocol

Adding device parameters when operating via Modbus protocol.

Select Parameter settings in the device settings and click the + Create parameter button. A
window will appear:
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New Modbus parameter creation

Name*
Category* New category v
Code*
Read function* 03 v
Write function* non writable v

Register address*

Data format* uint16 v
Unit of measurement % RH (% relative humidity: % RH) v
Precision* 0 v

Number of decimal places

Multiplier* 1.0000000

Apply bitmask

The least significant byte is first

Value representation

Create a new parameter Cancel Save

Name — enter the parameter name.

Category— select the group to which the parameter belongs.
Code-— unique (in the device) designation of the parameter. The maximum size is 20 characters.
Supported characters: "A"-"Z", "a"-"z", ".", "/", "-", and "_".
Read function — Modbus read function. Possible values:
Non readable - The parameter is not read.

01 — Read Coil Status.

02 — Read Discrete Inputs.

03 — Read Holding Registers.

04 — Read Input Registers.

Write function— Modbus write function. Possible values:
Non writable - The parameter is not written.

05 — Force Single Coil.

06 — Preset Single Register.

15 — Force Multiple Coils.

16 — Force Multiple Registers.

Register address — the address of the queried register in hexadecimal notation (HEX). For BOOL
type variables, the bit address is specified.
Data format — storage format.
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Item Data type in akYtec Data type in Codesys
No. Cloud

1 Bool BOOL

2 Int16 INT

3 Int32 DINT

4 Int64 LINT (only in CODESYS V3.5)

5 Uint16 UINT/WORD

6 Uint32 UDINT/DWORD

7 Uint64 ULINT/LWORD (only in CODESYS V3.5)

8 Float REAL

9 Double LREAL (only in CODESYS V3.5)

Unit of measurement — the unit of measurement of the parameter displayed in reports.
Precision — number of decimal places (0...5).

Multiplier (for numeric data types only) — the scaling factor by which the parameter value is
multiplied. Set in the following cases:

— Calculations in the process of checking the conditions of event registration.

— Displaying the parameter value in the service interface.

— Transferring the parameter value in an APl method.

When writing a parameter with a multiplier, the value divided by the multiplier is transmitted to the
device. Rounding with a given accuracy is performed after multiplication.

Apply bitmask (only for integer data types) — check the box to extract the selected bit from the
specified parameter.

Byte and register order settings are applied to the parameter before the bit mask is applied.

Byte order: little endian — check the box to store the bytes in least significant byte first order.
Register order: little endian — check the box to read registers (occupying more than one) in the
least significant register first order.

Value representation — check the box to assign text information to the different values of the
parameter. In the reports, the parameter values will be replaced with the corresponding text

information.
Enter the parameter value Enter the text information
v Value representation
Value Representation
+ Add the parameter
value
1 On P
0 off s Delete
Edit

8.3.5 Setting the device map location

Select Basic settings/ Map location in the device settings. A window will appear:
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Device management: hs0101 ol |}
Events settings  Parameters settings
General settings Map location
- -l T, %, v

: %, - <, 15
'| Q search address % V& 2oL "

. S 0 %, 4 L

14

\S PAS \ 2 ,ﬁ& ¥ ) 74

. e o s ' "6l g
\k‘ . IKK qcsung 6’°1_,.s £ kob*o 2 N

! s, p - T .
N "o, 4 g P Navigate the map

1+ B G to set the device location
| —

b

Bezirkssportanlage
Konrad-
Adenauer-
Allee
<o
Y. oﬁ\‘d
Coordinates 53.078862, 8.864188 If necessary,
change
Location BarbarossastraBe, Gartenstadt Vahr, Vahr, Bremen-Ost, Bremen, the coordinates

28329, Germany

Z—and location of the device

Specify the device's location on the map and click the Save button.

8.4 Device copy

The device copying is intended for quickly duplicating devices of the same type. The following
settings are saved when copying:

— Device characteristics

— Parameter settings (list, type, visibility in reports)

— Device events.

Open the Devices tab in the Administration section. Select the device whose settings you want to

copy.
-, Demo Demo
aky .ctSug AFirst @Alarms o &g Facility Events  Q Devices on map DAl @SB I\ QG
Current company: Device management: hs0101 [Fal ;)

Own company ~

Devices PRI Events settings  Parameters settings

nemonic diagram
Mnemonic diagrams General settings

Graphs

Current identifier Wrieiniibirivk i
Reports
Programs (Beta) Device type PLC over Modbus TCP
Facility Events New ID
Templates Device name* hs0101
Desktop

Categories Demonstration devices v

Inbifie~sinne

Press the device copy button. A window will appear:
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Device copy

Network address*
Serial number
Device name*

Categories

dekkdkddokdok

Enter one of the following values: device serial
number, IMEI, MAC address
1
teger, not more than 18 digits

ok

Demonstration devices v

Cancel

Fill in the device 's unique settings and click the Copy button.
A window with the device settings will open. Make the necessary changes and press the Save

button.

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de

23



ak)’tec

9 Monitoring and analysis

9 Monitoring and analysis
9.1 Viewing the current device data (Parameters)

The Parameters report allows you to view the current values of the updated device parameters.
In the main akYtec Cloud window, select the device and open the Parameters tab. A window will

appear:
Device status:
+ online
7+ offline
* active alarm
* unread alarm
hs0101 last updated & 7o device settings
2 minutes ago
Tables Graphs Events Parameterrecord Configurations Update time
Parameter Code Value
4--All parameters
i-Charge h1  63%RH
Temperature h2 25°C
Humidity h3 58 % RH

Parameter values are updated automatically, the data update frequency depends on the type the
type of parameter (operational, configuration, manageable) and the polling periods set for them (see
Section 8.3.1).

The parameters displayed in the report are determined by the Device Parameter Settings under
Display in Parameters (see Section 8.3.3).

You can enable or disable the display of parameter codes in your user profile.

If an error occurs while retrieving a parameter value, the corresponding error code will be shown
Error code descriptions for the akYtec protocol are provided in the protocol documentation, while
descriptions for the Modbus protocol are given in the table below.
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Table 9.1 Errors generated by akYtec Cloud service

Code

Error

Description

253

NOT-A-NUMBER
(NaN)

Error in converting received data into float or double numbers.
The main causes of a NaN error:

— Any non-trivial mathematical operation with NaN as one of
the operands

— Division by zero

— Taking the square root of a negative number
— Calculating logarithm of a negative number
— Raising zero to the zero power

255

TIMEOUT

No device response within the timeout period Overall timeout

parameter). This code is not described in the Modbus protocol

specification.

Error code 255 occurs when there is no response from the

device to a query from akYtec Cloud.

If an error occurs for more than one parameter:

— Modbus register addresses are set incorrectly for these
parameters

— The selected Modbus functions are not supported by the
device

— The timeout value set exceeds the response time of the
device

If an error occurs for all parameters:

— The network settings (protocol, baud rate, parity) in the
akYtec Cloud service are incorrect

— The device address (Slave ID) is set incorrectly
— Modbus register addresses are set incorrectly

— The selected Modbus functions are not supported by the
device

— The set timeout value exceeds the response time of the
device

— Communication line problems (e.g., D+ and D- are mixed up,
cable break, a cable other than twisted pair is used)

— 120 Q terminating resistors are not installed at the ends of
the line

Table 9.2 Description of error codes for Modbus protocol

Code Error Description
1 ILLEGAL The slave device does not support the Modbus function
FUNCTION specified in the request.
2 ILLEGAL DATA The slave device does not contain one or more registers
ADDRESS specified in the request.
3 ILLEGAL DATA The value in the data field does not conform to the Modbus
VALUE protocol e.g., the values in the data field are different from
0x0000 or 0xFF00 when using the 05 Write Single Coil function.
4 SERVER An internal error occurred in the slave device while executing
DEVICE the request.
FAILURE
5 ACKNOWLEDGE | The Slave device has accepted and is processing the request,
but this will take some time. The response helps prevent the
master device from generating a timeout error.
6 SERVER The Slave device is processing another command. The Master
DEVICE BUSY device should repeat the request later.
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9.2 Viewing the device data in table form

The device data in table format allows you to view detailed values of the device's parameters for the
past 3 months, and also to export these values to Excel.
In the main akYtec Cloud window, select the device and open the Tables tab. A new window will

appear:
Device status:
+online
+ offline
+ active alarm To device settings
+ unread alarm
hs0101 lastupdated g

3 minutes ago

Parameters QREDIEH] Graphs Events Parameterrecord Configurations

Latest data Period data 02-10-2024 00 : 00 : 00 15 e
Parameter Type ~
# Date/Time Charge (h1, % RH) Temperature (h2, °C) Humidity (h3, % RH)
1 02-10-2024 10:01:08 63 25 58
2 02-10-2024 10:01:02 63 25 58
3 02-10-2024 10:00:56 63 25 58

AR An AAA A AA.FALAA ) ar e

< First < Previous Next > Last >>

To specify the time interval of data to display in the report, select Latest data or Period data, and
set the appropriate values in the From and Till fields. Then click the Show button.

To set which parameters are displayed in the report, go to the Device parameter settings / Display
in tables (see Section 8.3.3).

You can enable or disable the display of the parameter code in the user profile.

If you need to enable or disable the visibility of a group or specific parameters, use the Parameter
Type filter. The filter settings are saved to the user account.

The time limitation for data available in the report is set in the Basic device settings / Log
retention period (see Section 8.3.1).

To export the table to an Excel file:

1. Click the Export to Excel button.

2. In the window that opens, select the Time interval and specify the File name:
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Time interval

FCeInl 01-10-2024

02-10-2024

File name

9.3 Viewing the device data in graph form

Select export settings

01

01

Tables [02-10-2024 11-03-07] hs0101

Characters\/:*?" <> | are not allowed and will be
replaced by _. The valid length of the name is 100.

Cancel Get file

3. Click the Get File button. The table will be saved in Excel format.

Graphs allow you to visualize changes in parameter values and device events in graphical form.
In the main akYtec Cloud window, open the Graphs tab. A new window will appear:

hs0101

last updated gy

21 minutes ago

Parameters Tables JEEhliY Events Parameter record Configurations

02-10-2024 00

Event Type v

66 % RH —

65% RH —

64 % RH —

63%RH

;00 :00 02-10-2024 23 : 59 59 Parameter Type v

Diagram from 02-10-2024 00:00:00 to 02-10-2024 23:59:59

62%RH -

61%RH —

60 % RH

% relative humidity

59 % RH —|

58 % RH

57%RH -

56 % RH —|

55 % RH
02-10

~31°C
 30°C
- 29°C
® L 28°C
- 27°C
- 26°C
02-10-2024 09:32:19 N
Charge: 63 % RH o= - 2c
Temperature: 25 °C
Humidity: 58 % RH
- 24°C
L ] —23°C
- 22°C
- 21°C
T T T T T 0%
-2024 04:00 08:00 12:00 16:00 20:00
— h1 | Charge — h2 | Temperature — h3 | Humidity

Color explanation:
— Grey vertical line: No data from the device
— Blue vertical line: Event start and end

— Red vertical line: Alarm start.

To specify the time interval of data to be displayed in the graph, set the appropriate values in the
From and Till fields, then click the Show button.
If necessary, you can zoom in on the graph. To do this, highlight the part of the graph you want to
zoom in on by holding down the left mouse button.

aiamesadway

To device settings

Save PNG image
Save JPEG image
Save SVG image
Save PDF document

Click the legend
to hide/show
the graph
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To set the parameters to be displayed in the graph, go to Device parameter settings/Display on
graphs (see Section 8.3.3).

You can enable or disable the display of parameter codes in the user profile.

If you want to enable or disable the visibility of parameters and events, use the Parameter type and
Event type filters. These filter settings are saved for the user account.

9.4 Viewing the device map location

The map displays the location and status of devices directly connected to akYtec Cloud. For devices
connected via the Gx—24 gateway, only the gateway status will be shown.
In the main akYtec Cloud window, click the Devices on map link. A new window will appear:

Filters for device displaying

) -

e - Layout
@ Online u Alarm Offline N‘ Unread alarm v 4 o ot ¥ | Topology
‘ nanenwe ul;‘ ) ’ ; Farster Bauers
e ,| ;/
A - -n'\rim_w-v’-.» fche
7 N; hage
¥y cha
/ 14
Engelbostel A
T Langenhagen
Godshorn A% Silberseesiedlung Isernhagen
4 ud tw
/ Langenforth
Nordhafe / w R, s 5 .
ordhafen l. Bothfeld 11[ DeVICG group
Brink-Haf
QL s shows the number and
Stocken  Ledeburg ; P .
N+l W / _ -' status of devices

GroB-Buchholz

Letter-Sud  Ahlen\ Nordstadt

\ Oststadt
berg | v Heidevierte
\ tinden-Nord_  Hannover Kleefeld e, o= v
\ e i - M
\ ; | ( -
\ Linde: e \ > /
Davenstedt \s - And
. «
y Linden sud Sudstadt |
§ / Kirchrode
) e i
Badenstedt " Ny /
4 N
) \
\ Waldhausen?” Bemerode

The location of devices on the map is set during device setup (see Section 8.3.3).

9.5 Facility visualization (mnemonic diagrams)

Facility visualization allows you to display a process map using a library of pre-made animated
mnemonic symbols.
When visualizing a facility, you can display:

— A static or animated image e.g., a photo or screenshot from any editor
— Text

— Parameter values

— Facility control (writing parameters to the device)

— Alarm events using signaling elements (circle, square, data element)
— Elements of technological process visualization.

Access to and the number of mnemonic diagrams depend on user privileges (see Section 12).
To display mnemonic diagrams, the user must have access to the devices and templates used in the
diagram.
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9.5.1 Creating a mnemonic diagram

Open the Mnemonic diagrams tab in the Administration section. A new window will appear:

Current company: Device or mnemonic diagramnan | Q | Y Categories == Add diagram
Own company v
Devices Company mnemonic diagrams list. All categories are selected.
Showing 1-1 of 1 item
Name Type Categories Devices
Graphs .
All Mnemonic diagram hs0101  um0101  umo101 m
Reports
Programs (Beta)
Facility Events
Templates
Click the Add diagram button. Another window will appear:
Mnemonic diagram registration
Name* Less than 64 chars
Categories v
Cancel Add
Name - enter / change the mnemonic diagram’s name.
Categories — select the groups to which the mnemonic diagram will belong.
Click the Add button. The visualization editor window will appear:
0 .
% of available space Add the data label
used by mnemonic diagram
) Set the order .
Library of elements Delete ——Hotkey list
of elements
Save all elements o
I | —l— —— Quick view
t 1 t 1 1
Name & DI -~ § | QQ|(mBhBe * § |« i
(>) Items Canvas settings
P STANDARD v Show gl’ld
P GENERAL
Grid size
» PRIMITIVES
CONVEYORS 10
w BOILERS

HEAT EXCHANGERS

VALVES
VENTILATION

ENGINES

CONTAINERS

AIR DUCTS

INDICATORS

PIPELINES

Background color

[ 1

Background image

Pick an image

N Alignment
Center
Ratio

Filling

Select an item from the library and drag it onto the canvas while holding down the left mouse button.
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9.5.1.1 Canvas settings

If necessary, set the following canvas characteristics:
— Under Canvas settings / Grid:

Show grid: Check the box to display the grid
Grid size: Set the grid step value.
— Under Canvas settings / Background:
Background color: Select the background color for the canvas or set a background image

Background image: If needed, add an image by clicking the Pick an image link. The maximum
file size is 1 MB. Supported formats: png, jpg, .svg, .gif and .svg. Set the following parameters for
the image:

Alignment: Choose the alignment of the image relative to the canvas. Possible options: left,
center, right

Ratio: Select the type of fill

Opacity: Set the image transparency

Canvas size: Set the size of the canvas in pixels.

9.5.1.2 Static or animated image (Image)

To display an image or animated picture, select the Image item in the Standard group.
If necessary, set the following image characteristics:
— Dimensions : Set the width, height, rotation angle and position on the canvas;

— Pick an image — the maximum file size is 1 MB. The following formats are supported: png, .jpg, .

svg, .gif and .svg. Set the following parameters for the image:

Alignment: Choose the alignment of the image relative to the canvas. Possible options: left,
center, right

Ratio: Select the type of fill

Opacity: Set the image transparency

Save ratio: Check the box to preserve the image’s aspect ratio. If unchecked, the image will
stretch to fit the size of the item without maintaining the aspect ratio.

9.5.1.3 Text

If necessary, set the following item characteristics:
— Representation: Set the contour, fill, contour thickness, and contour type.
— Text: Set the color, size, thickness, and text content.

®

] I

C O

9.5.1.4 Displaying the parameter value (Data)

Select General / Data to display the value of the parameter. If necessary, set the following item
characteristics:

— Dimensions: Set the width, height, rotation angle, and position on the canvas.
— Parameters: Select the parameter and check the box to Show names.

— Events: When an event is triggered, the Data object turns red.

— Representation: Set the contour, fill, contour thickness, and contour type.
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— Text: Set the color, size, thickness, and text content.

Item settings

p DIMENSIONS

w PARAMETERS

@ Add parameter
List of parameters
Data
~ Show names
C 0

p CONDITIONAL PARAMETER

w EVENTS

@3

Invisibility upon event

Notification >

Choose event

To add a data label, select the item and click the Add label button. Click on the Data item and select
Events in the item's settings to display on the label:

®

Data

9.5.1.5 Facility control, parameter writing (Write template)

To create a control item, select General / Template. If necessary, set the following item
characteristics:

Dimensions: Set the width, height, rotation angle, and position on the canvas.
Write template: Select the template to write, and check the box to Confirm entry.
Representation: Set the contour, fill, contour thickness, and contour type.

Text: Set the color, size, thickness, and text content.
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Item settings

p DIMENSIONS

w TEMPLATE

Select a record
Template template

< |E| v Confirm entry

P REPRESENTATION

b TEXT

9.5.1.6 Alarm items: signal circle / signal square

To display an item that shows an alarm, select General / Signal circle or Signal square. If

necessary, set the following item characteristics:

— Dimensions: Set the width, height, rotation angle, and position on the canvas.

— Events: Select an event to display by clicking the Choose event link. The fill color depends on
the event status (transparent or red).

® ®

9.5.1.7 Process visualization items

If necessary, set the following item characteristics:

— Dimensions: Set the width, height, rotation angle, and position on the canvas.

— Events: Select the event corresponding to the technological process (enabled / disabled):
— Event = 0: No triggering; the item has a transparent fill.

— Event = 1: Triggering detected; the item has a transparent green fill, and some items are
animated (they rotate when the event is triggered).
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General view of the process items library:

Item settings

) DIMENSIONS

w EVENTS

=]

Triggering

Choose event

Table 9.3 Hotkeys used with mnemonic diagrams

Item No. Key combination Description
1 Hold Shift and circle a group of items with | Select a group of items.
the left mouse button
2 Ctrl+C Copy the selected item to the clipboard.
3 Ctrl +V Paste the selected item from the
clipboard.
4 Ctrl + X or Shift + Delete Cut the selected item to the clipboard.
5 Delete or Backspace Delete the selected item.
6 Ctrl+2Z Undo the last action.
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Item No. Key combination Description

7 Ctrl+Y Redo the last canceled action.

8 Ctrl+S Save the mnemonic diagram.

9 Ctrl + Plus Zoom in on the mnemonic diagram.

10 Ctrl + Minus Zoom out of the mnemonic diagram.

11 Hold Shift and scale the item Resize the item while maintaining its
proportions.

12 Ctrl + up, down, left, right arrows Resize the element's width/height.

13 Shift + up, down, left, right arrows Change the position of the item relative to
the canvas.

In the Item settings/ Event section, click the Choose event link. A new window will appear:

ak>"tec

cloud A First @Alarms o &g Facility Events @ Devices on map “

Choose event

Devices Facility Events
4-Root category Event
-pemonstration devi... i -System events
+ hs0101 4-All system events
New category Device is offline
‘ Pavle-Presentation 4--User events
E + PR200 - Presen... Temperature > 30
L« umo101
+ umo0101

Demo Demo

Cancel

Expression Alarm Active

No Yes

'h2'>30 No Yes

In the Devices or Facility events tab, select the device and corresponding device/facility event to
assign to the item.

9.5.2 Viewing the mnemonic diagram

Select a mnemonic diagram in the main akYtec Cloud window. A new window will appear:
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Mnemonic diagram - Greenhouse complex lastupdated g a 1 @
just now
/ /
Humidity 60.519 % Humidity 63.064 %
Greenhouse #1 I #2 I
Time 15h Time 15h
9 J now 47 min . P now 47 min
-1 P a <3 . s a <
— Fault simulation < r J Fault simulation
. e L

i

. Lighting Ventilation watering
System operation by schedule by schedule by schedule System operation
schedule schedule
off

from 21:00 till 9:00 £rom 21:00 till 9:00

Ventilation OF I
on even hours

i tensiesion e Fenting o
from 8:00 till 8:20 from 8:00 till 8:20

from 16:00 till 16:20 from 16:00 till 16:20

[}
DH
|
|
IO‘
3 =
o \
2 =

e}
E
H
5

Lighting

Ventilation

N
O

on odd hours

Manual control Manual control

[ 7urm ontigning || 1arnonventition [ 7 on waterng Tumon ventlation || Tur on watering

| Turn on lighting

Turn off lighting | Turn off ventilation ITuvn off watering ‘

Turn off lighting || Turn off ventilation || Turn off watering

While viewing the mnemonic diagram, the visualization items display the values of the bound
parameters and events, as well as control elements.

9.6 Custom graphs

Two types of graphs are available to the user for analyzing data from one or more devices:

— Custom graph: Allows you to monitor parameters and events for up to 90 days (see View a
custom graph, trend, or event diagram).

— Trend: Provides real-time monitoring of parameter interactions from different devices on an
auto-updating for a period of up to 60 minutes (see View a custom graph, trend, or event
diagram).

— Event diagram: Displays information on device or facility events in the form of a Gantt chart for a
specified period. The event diagram lets you visually compare the registration time and duration
of events (see View a custom graph, trend, or event diagram).

Custom graphs provide:

— Quick visual comparison of the operation of the same type of equipment.

— Monitoring and comparison of important event triggers.

— The ability to create personalized reports for each user (installer, dispatcher).
The number of custom graphs available to the user is determined by user rights.

9.6.1 Adding a custom graph, trend or event diagram

Open the Graphs tab in the Administration section. A new window will appear:
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,. Demo Demo
ak> tec . — BT .
cloud A First @Alarms o &g Facility Events @ Devices on map DAl @Bl § G
Current company: Graph name Q. Y Categories == Add

Own company v
Devices List of company user graphs.
Mnemonic diagrams Ne Name Type Categories Description

1 001 History graph New category
Graphs

Reports

=)

Programs (Beta)
Facility Events
Templates

Desktop
Notifications
Customer companies
Users

Group profile

Click the Add button. Another window will appear:

Add a graph

Name*

Category Root category

Report type Event diagram v

Undo Add

Name — enter a name for the custom report.
Category — select the group to which the custom graph will belong.
Report type — choose the type of report (graph, trend, or event diagram).

Click the Add button. A list of the company's custom graphs will open. Click on the name of the
added report. A window will appear:

Preview
Save = View

K o A
Report type History grapl

Name* Category

Name Root category

Description

Comment on the graph

Parameters + Add Events + Add

The list is empty The list is empty
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The Parameters field is displayed only for the Graph or Trend report types.
Parameters — select the parameters to plot on the graph. Click the Add link. A window will appear:

Choose parameter

Parameters
4-Root category 4-All parameters
4-Demonstration devices +-Charge
- hs0101 ~Temperature
-+ PR200 - Presentation “~Humidity
-+ um0101
+/ um0101

Select the device and the device parameter. A window will appear:

K o i
Report type
Name* Category
Name Root category ‘ v ‘
Description
Comment on the graph
Parameters +Add Events +Add

The list is em
Temperature Pty

Temperature S %

Events — select the events to plot. Click the Add link. A window will appear:

Choose event

Parameters Facility Events
4-Root category L-All events Expressi
4-Demonstration devices 4-All system events
L hs0101 Device is offline
-« PR200 - Presentation “#-User Events
Lo Um0101 Temperature > 30 'h2'> 30
+ um0101

Open the Devices or Facility events tab and select the events to include in the report. A window will
appear:

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de 37



9 Monitoring and analysis

ak)’tec

Report type

Name*

Name

Description

Comment on the graph

Parameters

Temperature
Temperature

Click the save report button.

Category

Root category

+ Add Events

Temperature > 30

Click to select graph color

9.6.2 Viewing a custom graph, trend, or event diagram

Select a graph, trend, or event diagram in the main akYtec Cloud window.

— When you select a graph, a new window will appear:

ak> tec
cloud

Devices of company:
Own companv~

Category or device.. | Q.  } —

[+ | 02-10-2024

4-Demonstration devices 2}

Graph 001

-+ hs0101
{8 Temp. 33 64 —
4-New category 1 H
J£ Graph 001 : 63 -
Pavle-Presentation H
[i@ 001 H 62 —
1A H
Y£ Graph 002 H 61 -
Y Graph 003
21 Graph 003 H 60 —
+ PR200 - Presentation
+ um0101 H " 59 <
+ um0101

AFirst @Alarms o &g Facility Events @ Devices on map

00

Select the graph period

: 00 :00 02-10-2024 23

02-10-2024 10:59:56
: 58 % RH

Graph from 02-10-2024 00:00:00 to 02-10-2024 23:59:59

Administration

Demo Demo

DalesBs Il NG

e

T
03:00

Parameters:
hs0101 | Humidity

T T T T T
06:00 09:00 12:00 15:00 18:00

Fig. 9.1 Custom graph

T
21:00

E o i

+ Add

To device settings

Save PNG image
Save JPEG image
Save SVG image
Save PDF document

Hover over a point
to display
pop-up information

Click the legend
to hide/show the graph
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NOTE
If the custom graph includes data from devices in different time zones, the time in the
report is displayed in GMT=0.

[i]

— When you select a trend, another window will appear:

Select the report period

Graph 002

Report period (min) 60 v

Save PNG image
Save JPEG image
Save SVG image
Save PDF document

T T T
8:05 18:10 18:15 8:20 18:25 18:30 18:35 18:40 18:45 18:50 18:55 19:00

Click the legend
to hide/show the graph

~ Parameter 1 — Parameter 2

Fig. 9.2 Trend

— When you select an event diagram, a window will appear:
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Event diagram period

Graph 003

m 03-10-2024 00 : 00 :00 03-10-2024 23 : 59 59

Graph from 03-10-2024 00:00:00 to 03-10-2024 23:59:59

Parameter 1
Description

Event start
outside
of the period

Parameter 2
Description

Parameter 3
Description

Parameter 4 -
Description -

T T T
04:00 08:00 12:00 16:00 20:00

Fig. 9.3 Event diagram

NOTE
The active event will not end if the device is offline.

[i]

9.7 Desktop

Desktop is a set of reports with current parameter values, events, templates and trends displayed in
one window.

If the reports include data from devices in different time zones, the time in the report is displayed in
GMT=0.

The desktop provides monitoring and control of a small facility (a collection of one or more devices)
from a single screen where the following can be displayed:

Current values of parameters, with the option to select the color of values depending on specified
conditions

Events

Templates for writing from different devices

An auto-renewable trend with a period of up to 60 min.

The user can:

— Create, edit, delete the desktop, if the user has appropriate rights
— View the desktop.

9.7.1 Adding a desktop

Open the Desktop tab in the Administration section. A new window will appear:
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,. Demo Demo
akd> tec . _— .

cloud A First @Alarms o &g Facility Events @ Devices on map DAl @381 N\ &G
Current company: Desktop name Q Y Categories == Add desktop
Own company v
Devices List of company desktops.
Mnemonic diagrams Name Categories Description

Desktop 001 Root category description W

Graphs
Reports

Programs (Beta)
Facility Events

Templates

Notifications
Customer companies
Users

Group profile

To create a desktop, click the Add desktop button. Another window will appear:

Add desktop

Name*

Category Root category

Name — enter a name for the desktop.

Category — select the directory in which the desktop will be placed.
Click the Continue button. A window will appear:
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4, Demo Demo
akd> tec . - .
cloud A First @Alarms o &g Facility Events @ Devices on map DAl @yvBs8s|1 § A G
Current company: Desktop management L | )
Own company~
Name* Category
Devices
Desktop 001 Root category i v ‘
Mnemonic diagrams
Description
Graphs description
y,
Reports
Programs (Beta) Parameters +Add Events +Add
Facility Events No Parameters No Events
Templates
Auto-renewable graphs +Add Templates +Add
Notifications No Auto-renewable graphs No Templates

<
Customer companies

Users

Group profile

Description — add a description of the desktop, if necessary.

Add the parameters you want to display on the desktop. Click the Add button in the Parameters
section. A window will appear:

Add parameter

Name * Parameter name
Click
*
Parameter & - to select a parameter

v Add a value highlighting rule Select the color

for highlighting
Value Between v and B| @ + Add a value

highlighting rule

Highlight as bold

Name — enter the name of the parameter.

Parameter — select a parameter from the list.

Add a value highlighting rule — check the box to enable condition checking and value highlighting.

If you enable Add a value highlighting rule, specify the checking rules:

— Choose a condition. Possible values: between, outside, more, less, equals, not equal, greater
than or equal to, less than or equal to.

— Set the values for the condition.

— Specify the color you want to highlight the value with when the condition is met.
Click the Save button.

Add device events or facility events to be displayed on the desktop. The maximum number of events
is 15. Click the Add button in the Events section. A window will appear:
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Add event
Name * Event name

Event* 1

Name — enter the name of the event.
Event — select device events and facility events:

Choose event
Devices Facility Events

4-Root category
4-Demonstration devices
+ hs0101
4-New category
+/ PR200 - Presentation
+ um0101
+ um0101

Add templates you want to display on your desktop. The maximum number of templates is 5. Click

the Add button in the Templates section. A window will appear:

Add template
Name * Template name

Template

V' Confirm the record

Undo Save

Name — enter a name for the template.
Template — select a pre-made template.

Confirm the record — check this box if you want to confirm the template start.

Add trend - select to add a trend (auto-renewable graphs with a period of up to 60 minutes) to be
displayed on the desktop. Before doing this, you need to create a trend. The maximum number of
trends is 1. Click the Add button in the Trends section. A window will appear where you can select a

trend:

Auto-renewable graphs

Choose an auto-renewable graph

4-Root category
Graph 201

9.7.2 Viewing desktops

Select a desktop in the main akYtec Cloud window. A window will appear:
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Desktop 001

Temperature 1 26.1°C Alarm 1
Device 1 03.10.24 19:12:17 Device 1
Humidity 1 39.042 % Alarm 2
Device 1 0.2419:12:17 Device 2
Temperature 2 27.5°C
Device 2 03.10.24 19:12:17
Humidity 2 36.126 %
Device 2 03.10.24 19:12:117
aw Resize
Report period (min) 60 v m = the report WlndOWS
28.8

—Save the trend on PC

27.6
26.4 -
25.2 -
24
22.8 -
21.6 -
20.4 -
19.2 -

18
16.8 -

15.6 T T T T T T T T T T T T
18:15 18:20 18:25 18:30 18:35 18:40 18:45 18:50 18'55 19:00 19:05 19:10

~— Parameter 1 — Parameter 2

9.8 Consolidated report

The consolidated report allows you to display the key features of the facility operation (features from
different devices) for a certain period of time, taking into account the specified conditions for
calculation and conditions for selection of features.

Features can be:

— Operating time under certain conditions

— Average values

— Minimum and maximum values

— Features at the beginning and end of the period, etc.

The number of consolidated reports available to the user is determined by user privileges (see
Section 12).

9.8.1 Adding a consolidated report

Click the Reports tab in the Administration section. A new window will appear:

Current company: Report name Q Y Categories = Add
Own company ~
Devices List of company user reports.
Mnemonic diagrams Name Type Categories

Report 001 Consolidated Root category ]
Graphs

Click the Add button. Another window will appear:
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Add report
Name*
Category Root category
Report type Consolidated v

Undo Add

Name — enter a name for the consolidated report

Category — select the groups to which the consolidated report will apply
Report type — choose consolidated.

Click the Add button. A window will appear:

Report Management B o i
Report type

Name* Category
Report 001 Root category v

Description
Comment on the report

Vz

Parameters + Add Section + Add parameter

Name Function Filtering condition

No records found

To create a report:
— Add report sections
— Add report parameters.

Adding sections

Click Add section and add the required number of report sections by naming them.

Parameters +Add Section  +Add parameter
Name Function Filtering condition

~ Section 1 P ]

~ Section 2 Pl ]

Section 3 o £

Adding parameters

Click Add parameter. The window to create a parameter will appear:
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{ Editing a report field
Name *
Group
Unit

Display accuracy

New

No section

no units (absent)

0 characters after the dot

Filtering condition “ X

Add a value highlighting rule

Name — enter the name of the user parameter.

Group — select the section of the report where the parameter will be located.
Unit — if necessary, select a unit of measure from the list.

Display accuracy — select the number of decimal places (0-5).

Function — select the function that will calculate this parameter.

Device management: hs0101

& Exportto)SON @ Clear all parameters  Import... v

Read R d
Parameter Code o N emr‘
function function

4—All parameters == By

L charge h 03 non recordable F9
: Temperature h2 03 16 FB
Humidity h3 03 non recordable FD

Register Unit of
address measurement format

% RH: % RH int32 v ¥

% RH: % RH int32 v v

Settings i

Data =~ o

float M M

The list of available device parameters is defined in the device settings (see Section 8.3.3).

Table 9.4 Description of functions

CounterTime () Total time
Avg() Arithmetic mean
Sum of values divided by their number of values

First() First value

Last() Last value

Min() Minimum value for the period

Max() Maximum value for the period

Count() Number of values

Sum() Displays the sum of all values

SumbDistinct() Displays the sum of all unique (non-repeating) values
CountDistinct() Displays the number of unique (non-repeating) values
Table 9.5 Restrictions when working with functions

It is not allowed to use parameters without a function:

<function (“parameter_1")> +<function (“parameter_2") > valid
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“parameter_1" + “parameter_2”, invalid

<function (“parameter_1”)> + (“parameter_2") invalid

Only one argument is allowed per function:

<function (“parameter_1")> + <function (“parameter_2")> valid
<function (“parameter_1"+“parameter_2") > invalid
<function (“parameter_1"- 50) > invalid

It is not allowed to use a function as an argument of another function

<function (<function (“parameter_1")>)> invalid

Filtering conditions — specify the condition under which the function will be calculated (if
necessary).

Expression calcularor

Temperature (hs0101 Spirin) > 20 Temperature (hs0101)

Category or device.. Q
s Root category 4-All parameters
4-Demonstration devices Charge
‘o hs0101 Temperature
-« PR200 - Presentation —Humidity
-+ um0101
+ um0101

Highlighting rule— specify the rule by which the value of the calculated parameter will be selected
(if necessary).

Add conditions
Color  Bold (upto3)

Vv Add a value highlighting rule

Value v Between aind . B m +

Outside

More

Less Undo
Equals

Not equal

Greater than or equal to
Less than or equal to
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Click the save report button.

9.8.2 Viewing the consolidated report

In the main akYtec Cloud window, click

Report 003

m 03-10-2024 00

Object 1
Max temperature
Min temperature
Object 2
Max temperature

Min temperature

: 00 :00 03-10-2024

30.3°C  Humidity
16.9 °C

31.8°C  Humidity

18.4°C

. A new window will appear:

38.225% RH

35.076 % RH

Work time

Work time

To report settings

e,

19:27:00 (81.04%)

19:27:00 (81.04%)

If the consolidated report includes data from devices in different time zones, the time in the report is

displayed in GMT=0.
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10 Events and notifications

The service allows you to configure and control events for individual devices as well as for facilities
(groups of devices):

— Device events: Triggering conditions are set in the device event settings and are displayed in the
Events report generated by the selected device (see Section 10.7).

— Facility events: Events are set by facility, based on parameters for a single device or a group of
devices. These settings are found in Administration / Facility events. All generated events are
displayed in the Facility events account report (see Section 10.2).

The following options are available for both device and facility events:
Set the type of event: simple (informational) or alarm.

Set the schedule for checking the event triggering condition.
Track information: see who read the event and when it was read.
Set up recipients and services for sending notifications.

10.1 Device events

10.1.1 Setting the device events

Open the Devices tab in the Administration section. Select a device by clicking on its name. A
window with the device settings will open.
Open the Event settings tab. A new window will appear:

General settings QALY  Parameter settings

Edit notifications == Add new event

Name Enabled Alarm Expression Delay Schedule  E-mail Telegram
v All system events
Gate is offline v v 300 demo@akytec.rs Demo User ke

v User Events

Pump failure (Greenhouse #1) v v PF1'=1 i
Pump failure (Greenhouse #2) v v PF2'=1 i
L Ventilation isn't working (Greenhouse #1) v v 'CO2'=1 i)

Click the Add new event button. Another window will appear:

New event creation

Message*

Expression

Change...

Trigger delay*

0 sec
Condition monitoring schedule*
Always | Repeat = Period

v Enabled

Alarm
Receive notifications about: V' Eventstart + Eventend

Email Addresses for notifications (max 9)
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Message — the name of the event.

Expression — enter a logical expression that defines the condition for the event to occur. A list of
supported operators and example expressions is provided in Table 10.1. The available parameters
for generating event conditions are defined in the device settings (see Customizing the display of
parameters in reports).

Click the Edit button to generate the expression for the event. A window will appear:

New event creation

Q
Parameter Code Format
4-All parameters
Charge h1 int32
Temperature h2 float
Humidity h3 int32

Cancel Approve Expression

Enter a logical expression based on the following conditions:

The "."(period) character is used as the floating point separator.
Operators are processed from left to right.

Operators enclosed in brackets are processed first.

Bits are numbered starting from zero.

Table 10.1 Event Operators

No. Operator Description
Arithmetic operators
1 + Addition
2 - Subtraction
3 * Multiplication
4 / Division
Logical operators
5 AND Logical AND
6 OR Logical OR
7 XOR Exclusive OR
8 NOT Negation
Bit operators
9 & Bitwise AND
10 | Bitwise OR
11 A Bitwise exclusive OR
12 ~ Bitwise inversion
Comparison operators
13 = Equality check
14 I= Inequality check
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No. Operator Description
15 < Less than
16 > More than
17 <= Less than or equal to
18 >= Greater than or equal to

Additional operators

15 (-..) Priority setting operator

16 @ Parameter error code retrieval operator (see example 3 below)

Examples of expressions:
winput1 <10

The alarm will be enabled as long as the value of the winput1 parameter is less than 10.
— (xInput1=1) AND (xInput2=1)

The alarm will be enabled as long as both xInput1 and xInput2 are TRUE (1).
— @wlnput1=255

The alarm will be enabled as long as the polling error code of the winput1 parameter is 255 (no
response from the device).

— (winput1 & 4) =4

The alarm will remain enabled as long as the second bit of the winput1 variable is set to TRUE

(1).

Click the Approve Expression button.

Trigger delay — enter the duration for which the event condition must be met before the event is

triggered.

Condition monitoring schedule — select the schedule for checking the event triggering condition.

Possible options:

— Always: The event condition is checked 24/7, every day.

— Repeat: The event condition is checked on specific days of the week and only during the
designated time interval. Specify the "Starting time" and "Ending time" times, and select the days
of the week on which the event condition should be checked.

Condition monitoring schedule*

Always | Repeat | Period

Starting time Ending time | Week days v

00:00:00 l ’ 23:59:59
v Monday
¥ Enabled Vv Tuesday
nave v Wednesday
Alarm Vv Thursday
vV Friday
Receive notifications about: ' Eventstart + Eventend v/ saturday
Vv Sunday

Email Addresses for notifications (max 9)

— Period: The event condition is checked within the specified time period. Specify the "Starting
time" and the day of the week, as well as the "Ending time" and day of the week, during which the
event condition should be checked.
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Condition monitoring schedule*

Always | Repeat Period‘

Starting time Days of the week
00:00:00 ’

Monday V’

Ending time Days of the week ‘ Sunday V’
23:59:59 ‘

v Enabled

Alarm

NOTE
|I| Events are displayed based on the following conditions:

— Ifthe event’s start and end times are fixed outside the schedule, the event will not be
displayed. For example, if a repeat is set from 08:00 to 18:00, but the event occurs from
21:00 to 22:00, the event will not be displayed.

— If the event start time is fixed outside the schedule but the event continues during the
schedule’s validity period, the event will be displayed starting at the beginning of the
schedule’s validity period. For example, if a repeat is set from 08:00 to 18:00, and the
event occurs at 07:00, the event’s start will be displayed at 08:00.

Enabled — check the box if you want the event to be marked as enabled.
Alarm — check the box if you want this event to be classified as an alarm. Viewing alarms in akYtec
Cloud:

— Account alarms (see Viewing alarms in devices and facilities of account)
— Device alarms (see Viewing user facility events).

Receive notifications about — check the boxes if you want to receive notifications when an event
starts and/or ends.

NOTE
IIl The setting only affects receiving notifications via telegram_bot and email; it does not affect
the display of events in reports.

E-mail notification list — a list of email addresses (separated by commas and semicolons) to
receive notifications. The maximum number of recipients allowed is 9.

List of Telegram notification recipients — add recipients by clicking the Add link. Ensure there is a
token for the Telegram bot (see Telegram bot setup).

The maximum number of events for the device is 50.

10.1.2 Viewing the device event list

Select the device and open the Events tab in the main akYtec Cloud window. A window will appear:
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hs0101 lastupdated gy

2 minutes ago

Parameters Tables Graphs [J3&Ege} Parameterrecord Configurations

Latestdata  Period data 26-09-2024 00 00

15 ~ Allevents v~ Anystatus v~ EventType~

Message Logging start Logging stop Parameter values Importance Read by

Device is offline 02-10-2024 15:22:09 02-10-2024 16:06:00 details Event not supported

The report uses the following color indication:
— Pink: An unread and incomplete alarm

— Yellow: A read and incomplete alarm

— Green: Aread and complete alarm

— White: An unread and complete alarm

— Grey: A complete event

— Blue: An incomplete event.

The report contains the following information about each event:

— Message: The text of the notification

— Logging start: The time the event started

— Logging stop: The time the event ended

— Parameter value: Conditions of event logging

— Criticality: The criticality of the event. Possible values: simple event or alarm
— Read by: The name of the user who read the event notification.

If necessary, mark all events as read by clicking the Mark all alarms as read link.
Use filters if necessary:

— Criticality: Alarms or simple events
— Event status: Pending or past
— Event type: All system events and user events.

10.2 Facility events

10.2.1 Setting the facility events (in device group)

Open the Facility events tab in the Administration section. A new window will appear:

Q == Add
List of company facility events.
Enabled Alarm Devices Name Expression Delay Schedule
v Greenhouses Auto lighting #1 ON 'Greenho..."AL1" = 1 0sec Always ¢
v Greenhouses Auto lighting #2 ON ‘Greenho...*AL2' = 1 0 sec Always ¢ o

To add an event, click the Add button. Another window will appear:
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New event creation

Message*

Expression

Edit...

Trigger delay*

0 sec
Condition monitoring schedule*
Always | Repeat = Period

+ Enabled

Alarm
Receive notifications about: V' Eventstart V' Eventend

Email notification list (maximum 9)

Use character "," or ;" to separate items in the list

List of Telegram bot notification recipients  Add user

Fill in the fields to add an event similar to a device event (see Section 10.1.1). In the Expression

field, specify the conditions under which the event occurs for multiple devices (facility).

10.2.2 Viewing custom facility events

Click the Facility events link in the main akYtec Cloud window. A window will appear:

hs0101 last updated g

3 minutes ago

Parameters Tables Graphs Parameter record Configurations

Latest data  Period data From  Till 26-09-2024 00 : 00 : 00

15 v Allevents v Anystatus v EventType~

Message Logging start Logging stop Parameter values Importance

Device is offline 02-10-2024 15:22:09 02-10-2024 16:06:00 details Event

Use filters if necessary:

— Criticality: Alarms or simple events
— Event status: Pending or past

— Event type

10.3 Viewing the current alarms in devices and facilities of the account

Read by

not supported

The Alarms section allows you to view all current alarm events from account devices and facilities in

one window.
Click the Alarms link in the main akYtec Cloud window. A window will appear:
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Event type filter:
* system
* custom

« facility events Enable/disable sound notification

Current alarm list

Event type~ ‘\\
Logging start Device names Event Read by
03-10-2024 13:39:43 Device 1 Event 1 Demo Demo (03-10-2024 14:03:28) parameters
03-10-2024 13:39:28 Device 2 Event 2 Demo Demo (03-10-2024 14:03:27) parameters
30-09-2024 18:34:09 Device 3 Event 3 Demo Demo (01-10-2024 09:04:41) parameters
21-09-2024 10:05:09 Device 4 Event 4 Demo Demo (21-09-2024 11:57:23) parameters

The report uses the following color indication:
Pink: An unread and incomplete alarm
Yellow: A read and incomplete alarm
Green: A read and complete alarm
White: An unread and complete alarm.

10.4 Notifications

10.4.1 General information

akYtec Cloud provides the following types of notifications:
1. Email
2. Telegram bot

Notification recipients are configured when creating a device event, facility events and in the
Administration / Notifications section for each notification channel (e-mail or Telegram bot).
An integrator can receive Telegram bot notifications for device events and facility events from the
integrator’s customers' companies (see Notification setup).

10.4.2 Notification setup

This section describes all the rules for notifications configured for device events or facility events.
Notifications are configured:

— When setting up the device events

— When setting up the facility events

— In the Administration / Notifications section

Notification setup in the Administration section is available to users with the following privileges:
— Event Manager

For accounts with system integrator status, event notifications can be configured in the integrator’s
customer account by:

— Customer Manager
— Customer Viewer

To set up notifications, go to the Administration section and open the Notifications tab. A window
will appear:
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Edit notification
== Add
List of notifications.
Event Device E-mail Telegram bot
;"
Temperature > 30 hs0101 demo@akytec.rs @

Delete notification

The notification list displays event notifications for the devices available to the user, provided the
corresponding privilege is granted (see Section 14.2).
Create a rule to send notifications by clicking the Add button. A window will appear:

i l

Creating notifications

Event* Addevent

The list is empty

Receive notifications about ¥ The startof event ¥ The end of event

List of Telegram bot notification recipients Add user

The list is empty

List of Email Notification Recipients Add e-mail

The list is empty

Add a device or facility event to send a notification by clicking the Add event link. A window will

appear:
Choose event
Devices Facility Events
4-Root category All events Expression Alarm Active
4-Demonstration devices 4-All system events
+ hs0101 ~-Device is offline No Yes
+ PR200 - Presentation 4-User Events
v umo101 ~-Temperature > 30 'h2'>30 No Yes
-+ um0101

Select a device or facility events.

NOTE
|I| It is not allowed to create multiple notification rules with the same events for a device or
facility.

Receive notifications about — check the boxes if you want to receive notifications when an event
starts and/or ends.
|I| NOTE

This setting only affects receiving notifications via Telegram bot and email; it does not affect

the display of events in reports.

Specify the services and notification recipients:
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— Recipients via Telegram bot. Verify token settings for selected users (see Section 10.4.4). When
configuring notifications by the integrator in the customer company, users are selected as
recipients of notifications from both the customer company and the integrator company.

Select a company user

Name E-mail
AA *hkkk@akytec.de
Demo Demo demo@akytec.de

— Add notification recipients by email by clicking the Add email link. A window will appear where
you can enter the email addresses of users to receive notifications. The maximum number of
emails is 9.

10.4.3 Device notification setup

Open the Devices tab in the Administration section. Select a device by clicking its name. The
device settings window will appear.
Open the Event settings tab. A window will appear:

General settings RAIdEullY  Parameter settings

Edit notifications == Add new event

Name Enabled Alarm Expression Delay Schedule  E-mail Telegram
v All system events
L Gate is offline v v 300 demo@akytec.rs Demo User ke

v User Events

Pump failure (Greenhouse #1) v v PF1I'=1 i
Pump failure (Greenhouse #2) v v PF2'=1 i
i Ventilation isn't working (Greenhouse #1) v v 'C02'=1 i}

Click the Edit notifications button. A window will appear:

Editing notifications

Event*
Gate is offline (Greenhouses)

Pump failure (Greenhouse #1) (Greenhouses)

Receive notifications about ¥ The start of event ¥ The end of event

List of Telegram bot notification recipients Add user

The list is empty

List of Email Notification Recipients Add e-mail

The list is empty

Select the device events by deleting the others, and specify the notification recipient lists for each
communication channel by clicking the corresponding links.

10.4.4 Telegram bot setup

To receive notifications via the Telegram messenger, go to the device event settings or in the facility
event settings (device group) and select users who will receive notifications through the akYtec
Cloud Bot.
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To work with akYtec Cloud Bot:

— In the Telegram messenger, add a bot by going to https://t.me/akYtec_Cloud_ Bot
— In akYtec Cloud, go to Administration / Users and click the Edit button.

<
<
<
<
<
<
<

,.
ak> Egjcd AFirst @Alarms o &g Facility Events @ Devices on map
Current company: First name, last name, job title or email
Own company v
Devices Company users list
Showing 1-5 of 5 items
Mnemonic diagrams Showing 1-5 of 5 iter
Name Email & B
Graphs
AA Frkxk@akytec.de v Vv
Reports
Demo Demo demo@akytec.de
Programs (Beta) — wrkexakytec.de Il
Facility Events Fekkk dkkk *rrrx@akytec.de v v
Templates EEREEELAN *kxk*@akytec.de v Vv
Desktop

Notifications

Customer companies

Users

Group profile

— Click the Tokens tab in the opened window:

User data

General settings Tokens

Total 1 item

Token
MI3MDIIZDZIMMYAN2IXOGEXY*kiksksksokchon
— Click the Add token button. A window will appear:

User data
General settings Tokens
New token creation

Note

Add Cancel

— Click Start in the Telegram messenger:

Note

Random token

Demo Demo

DAl ess !l N ACE

A B L2
VvV vV

v v
VvV Yy
vV vV
VvV vvw
== Add token

<
D

Date/time created

02-10-2024 15:42:33

+ Add

N
=1]

NN
v v v v v
=1 =1]

A}

== Add pin

Editthe profile

=]}
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akYtec Cloud

What can this bot do?
Please, notify us about incidents in devices
connected to the akYtec Cloud service.

Support: ; phone

Project:

X/ Tap here to use this bot

Start

3:57PM|3.3kB/s G 4 ®

<« @ akYtec Cloud

What can this bot do?

Please, notify us about incidents in
devices connected to the akYtec Cloud
service.

Support: info@akytec.de; phone +49
(0) 511/ 16 59 672-0

Project: cloud.akytec.de

October 21
/start 3.57pm

Hello!

| am your assistant bot. | can register you
to receive notifications about incidents

in devices connected to the akYtec Cloud
service. If you are not registered or want
to change the notification recipient, press
the Tokens button. For more detailed
information, press the Help button.

|
!

Tokens Devices

W

3:57PM | 6.6kB/s & 4 ®

i @ akYtec Cloud

What can this bot do?

Please, notify us about incidents in
devices connected to the akYtec Cloud
service.

Support: info@akytec.de; phone +49
(0) 511 /16 59 672-0

Project: cloud.akytec.de

October 21
/start 357 pm

Hello!
| am your assistant bot. | can register you
to receive notifications about incidents
in devices connected to the akYtec Cloud
service. If you are not registered or want
to change the notification recipient, press
the Tokens button. For more detailed
information, press the Help button.

Tokens 357 pm o

Without text, the keyboard will not change

You have no registered tokens!

To the main menu

Register a new token

— Click the Tokens button. Then, click the Register a new token button.
— Enter the token or upload an image of the QR code.
When simple or alarm events are registered in akYtec Cloud, the event information will be displayed

in Telegram.
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11 Remote control

There are three types of setting records when controlling the device and facility:
Recording parameter values into the device is used in the following cases:

— To verify that the parameters are correctly recorded into the device at the time of installation.
— To change a parameter value in a single device, if the user has sufficient qualification.
Recording parameter template into the devices is used in the following cases:

— For simultaneous execution of the same type of device actions.

— Forrecording set points into multichannel devices.

— For simultaneous recording into multiple devices.

11.1 Recording the values of the controlled parameters into the device

In the main akYtec Cloud window, select the device and open the Parameter record / Active
commands and parameters tab. A window will appear:

hs0101 lastupdated gy

3 minutes ago
Parameters Tables Graphs Events [EIEINESEAN]R Configurations

Active commands and parameters

Parameter Code Currentvalue New value Updated

4--All parameters

L-charge h1 63 02-10-2024 13:46:36
! Temperature h2 25 20 02-10-2024 13:46:36
Humidity h3 58 02-10-2024 13:46:36

Get Record Cancel

Get the values of manageable parameters out of the queue

In the New value column, enter the values for only the parameters you want to change. Click the
Record button. A window will appear:

Recording parameters to the device hs0101

New parameter values for the device: «Old» value

h2 Temperature 25 => 20 Recorded value

Repeat logging attempts for* 600 sec

Do not record if the values in the device have
changed by the time of logging

Cancel

Repeat logging attempts for — specify the time interval for retrying recording attempts if the first
attempt is unsuccessful.

Do not record if values in the device have changed by the time of logging — check the box to
prevent recording new parameter value if the old value has changed.

Click the Record button.

To view the command log, open the Parameter record / Command log tab. A window will appear:
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Parameters Tables Graphs Events REEICINEEAEAIGE Configurations

\ct baram Command log

Latestdata  Period data 25-09-2024 00 00 00 15 v

1-90f9
User Date/time created Status Maximum duration Desynchronization allowed
Fdedek dekkdek (ke kk@akytec.de) 01-10-2024 16:35:24 Completed 600 sec Yes v Maximize/minimize
kkk dokkkk (kkkkk @akytec.de) 23-09-2024 09:04:16  Completed 600 sec Yes v information about command
Demo Demo (demo@akytec.de) 18-09-2024 17:32:12 Completed 600 sec Yes v
EEASELRE M(EEEEE @akytecide) 16-09-2024 11:47:19 Completed 600 sec Yes v
Fkdek dkkdek (drkkk@akytec.de) 10-09-2024 12:47:45 Completed 600 sec Yes v
Demo Demo (demo@akytec.de) 09-09-2024 11:14:14 Completed 600 sec Yes v
Demo Demo (demo@akytec.de) 09-09-2024 11:12:46 Completed 600 sec Yes v
Demo Demo (demo@akytec.de) 02-09-2024 13:53:49 Completed 600 sec Yes v
Demo Demo (demo@akytec.de) 02-09-2024 13:50:47 Completed 600 sec Yes v

Specify the time interval of data to be displayed in the report by selecting Latest data or Period
data, and set the appropriate values in the From and Till fields. Click the Show button.

11.2 Creating and recording parameters from a template into the devices

Open the Templates tab in the Administration section. A window will appear:

Current company: . be re [ Q, Y Categories =+ Add
Own company~
Devices Company templates list. All categories are selected.
1-2 of 2 it

Mnemonic diagrams

Template name Devices Last execution
Graphs .

Alarm hs0101 02-10-2024 13:24:13 i}
Reports

Temp. 33 hs0101 02-10-2024 12:58:41 ]

Programs (Beta)
Facility Events

Templates

Desktop

Click the Add button. A window will appear:

Add a record template

Name* Categories

Description

Do not record if values change in the device during

> up to 1000 character .
[ Z recording

Cancel Save

Name — enter a name for the template.
Categories — select the groups to which the template will belong.
Description — enter a description for the template.
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Do not record if values changed in the device during recording — check the box to prevent
recording a new parameter value if the old value has changed.
Click the Save button. A window will appear:

Template management: Template 001 i

[CEUEEIREES  Parameters
Record template settings

Name* Repeat attempts for*
Template 001 900 sec
Description Categories

Do not record if values change in the device during recording

Recordable parameters Edit
Device Parameter New value Last value Last update

No results found.

Repeat attempts for — specify the time interval for retrying recording attempts if the first attempt is
unsuccessful.
Open the Parameters tab. A window will appear:

Template management: Template 001 i

General settings

Edit parameters of the record template

4-Root category Device
4-Demonstration devi...

+ hs0101 Spirin
+ PR200 - Present... Parameter New value

Eb

hs0101 Spirin -~

4-All parameters
Temperature

Select one or more devices.
Set the device parameter values to be applied during template recording.
Click the Save button. A window with a list of templates will appear.
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12 Adding and configuring user rights

Open the Users tab in the Administration section. A window will appear:

ak)"tec
cloud

Current company: [N
Own company ~

Devices Company users list

Mnemonic diagrams

Name
Graphs
Reports
Programs (Beta)
Facility Events
Templates
Desktop

Notifications

Customer companies

Users »

Two-factor authentication

enabled

To add a user, click the Add button. A window will appear:

1-80f8

Email

Add new user

Surname*

Phone

Skype

Email*

ser Emai

Password*

ss than 6 chars

Password confirmation*

Not less than 6 chars

<
<
<

<
<
<

L £ < < <
L £ < < <
L £ < < <
L £ < < <
L £ < < <
L £ < < <
€ £ < < <
L £ < < <
L £ < < <
L £ < < <

User access
rights

AFirst @Alarms 0 &g Facility Events @ Devices on map

< <
<

<
<

<
<
<

Administrator with two-factor
authentication disabled

System integrator

access rights

< B

S

< o
]
‘o

<
BIR
<
RS SR SRRt
R R SR SRRt

L £ < < <
A SR N S N
L L < < <
€ L < < <

AN

+ Add

Edit the user

AN A\ NANSANEANERN

Non-administrator user with two-
factor authentication disabled

Cancel

Add

8 8

B8 8

profile

__Setup the user
access rights

Fill in the fields with the new user's data. Click the Add button. A window with user access rights

settings will appear:
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Manage access rights for *¥¥¥ k¥¥¥ (kikk@**** com)

Company : Demo Company

Own company access

8 Available privileges V' Available categories
W& Administrator - & Demonstration devices
[E] Profile manager b o New category
Categories manager V' Pavle-Presentation

BB Device manager
3 Mnemonic diagrams manager
X Graph Manager
Bl Report Manager
[iF] Program Manager
B3 Desktop Manager
A Event manager
~ [@ Command manager
<@ Configuration manager
4§ Own settings manager

Own profile settings: name, email, password, etc...

Cance'

Open the Own company access tab. Check the boxes to grant access according to the Rights and

roles section.
Select the available categories by checking the appropriate boxes. Click the Save button.
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13 User profile

In the main akYtec Cloud window, navigate to the user profile:

User profile

Demo|Demo

.
ak> E?ucd A First @Alarms o &g Facility Events @ Devices on map 0 @ 881 G

13.1 Editing the user data

In the user profile, open the General settings tab. A window will appear:

User data

General settings Tokens

Edit user information Change password
Surname* Current password*
dkkkk
Name* Password*
dkkkk Not less than 6 chars
Phone Password confirmation*
Not less than 6 chars

Skype Update password
Personal settings

v Display parameter code in reports

Update settings

If necessary, update the user data in the Edit user information and Change password sections.
To display the parameter code in the Parameters, Tables, Graphs and Events reports, click on the
checkbox in the Personal settings section. Click the Update settings button.

13.2 Enabling / disabling two-factor authentication

Navigate to the user profile and open the General settings tab.

NOTICE
@ To enable two-factor authentication, you must have access to the email address used when
adding the user. A confirmation code will be sent to this email.

The following window will appear:
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User data
General settings Tokens Active sessions
Edit user information

Surname*
Name*
Phone

Skype

Save

Change password

Current password*

Password*

Mot less than 6 chars

Password confirmation®

Not less than 6 chars
Update password

Personal settings

+ Display parameter code in reports

Update settings

This account is not protected by 2FA.

l It is easier for attackers to gain access. Enable
. 2FA to ensure the security of the entire
system.

Two-factor authentication

Two-factor authentication

Update settings

In the Two-factor authentication section, check the box to enable two-factor authentication, then

click the Update settings button

In the window that appears, enter the one-time code sent to your email from attention@akytec.de
and click the Submit button. The code is valid for 5 minutes from the time it is sent.

Enter the OTP code

The OTP code has been sent to your email.

Cancel
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NOTE
|I| If you didn’t receive the email with the code, check your Spam folder.

NOTICE
@ If you enter an incorrect code 3 times, you can try again after 1 hour. If you enter the code
incorrectly one more time, your login/password will be temporarily frozen. In this case, please
contact technical support atinfo@akytec.de.

A message will appear confirming that two-factor authentication has been successfully enabled

To disable two-factor authentication (not recommended), uncheck the Two-factor authentication
box and click the Update settings button.

In the window that appears, enter the one-time code sent to your email and click Submit.

13.3 Viewing and terminating active sessions

Navigate to the user profile and open the Active sessions tab. A window will appear showing all of
the user's active sessions.

Terminate the

session
User data
Active sessions
Last activity Session source Session start
08/04/2025, 11:30:32 Firefox 137.0 | Windows 10 | IP: 172.14.0.1 08/04/2025, 08:21:30 G
08/04/2025, 11:30:22 Opera 117.0 | Windows 10 | IP: 172.14.0.1 08/04/2025, 11:30:21 G
08/04/2025, 09:38:04 encexBrowsey2s2]|\WindowsiollJIE: 08/04/2025, 09:38:04 G

172.14.01

Terminate all active
sessions including Terminate all sessions
the current session

If necessary, terminate all or specific sessions.
The window displays the following information for each active session:

— Last activity — Date and time of the last activity

— Session source — browser, browser version, operating system, and IP address from which the
session was initiated

— Session start — Date and time the session began
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14 Company administration (system integrator status)

The system integrator status is designed to allow the distribution of devices from different customer
companies into their own accounts with the ability to monitor the operation of the customer's
equipment.

A customer company can be either an individual or a legal entity

To become a system integrator, send a request to info@akytec.de.

14.1 Adding a customer company

A customer company is added as an individual. If you need to change it to a legal entity, send your
request to info@akytec.de.
Open the Customer companies tab in the Administration section. A window will appear:

Current company: Ow - Q +Add

Customer com panies list
Name D Contact name Number of devices

No results found.

To add a customer company, click the Add button. A window will appear:

Add a new customer company

Country* v
Credentials

Surname* Email* Phone

Name* Password, at least 6 digits* Skype

Password confirmation* Company or group name

Cancel Add

Fill in the credentials. Click the Add button.
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14.2 Configuring user access rights to customer companies

Open the Customer company access tab. A window will appear:

Manage access rights for Demo Demo (demo@akytec.de)

Company : Demo Company

Customer company access

Available privileges

fo Customer viewer

% Customer profile manager

2, Customer manager

Available customers

Check the boxes to grant access according to privileges:

Cancel Save

Operations with Operations with the | User administration
devices, templates, customer company
reports and profile
customer company
desktops
Customer viewer View View No
Customer viewer View View No
+ Create
Customer profile Edit (without deleting)
manager
Customer viewer View View Create
+ Add, Edit Create Edit
Customer manager Delete Delete (without Delete
editing)

Select the customer companies by checking the appropriate boxes. Click the Save button.
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15 Integration
15.1 API

Third-party software can interact with akYtec Cloud using a REST-like programming interface (API).
The APl is designed to access the data available in the service. JSON is the primary output format,
but the customers can also request data in XML format.

APl documentation is available at: https.//api.akytec.com/.

akYtec Cloud enforces a limit on the number of requests that can be processed within a 10-second
interval from a single IP address. The timing starts with the first request in a new request sequence.
If the limit is exceeded, a status code 429 (Too Many Requests) is returned. The limits are as
follows:

— /v1/parameters/last-data — no more than 10 requests in 10 seconds

— /v1/device/index — no more than 10 requests in 10 seconds

— /v1/parameters/data — no more than 10 requests in 10 seconds

— /v1/auth/open — no more than 10 requests in 10 seconds

— [Iv1/parameters/write-data — no more than 1 request in 10 seconds

— all other requests — no more than 30 requests in 10 seconds.
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16 Connection of akYtec devices
16.1 Connection over RS485 (via gateway)

Device setup

1. Configure the network settings on the device according to the device user guide.

Table 16.1 Network settings

Network settings for devices with the
Modbus protocol

Network settings for devices with the
akYtec protocol

Baud rate Baud rate
Data bits Data bits
Parity Parity
Stop bits Stop bits

Device address

Device address

Data exchange protocol

Data exchange protocol

Network address length

2. Reboot the device to apply the settings.

3. Connect the device to the gateway and configure the network gateway according to the gateway

user guide:

— Connect the device via the RS485 interface to the network gateway.

— Power on the network gateway and the device.
— If necessary, configure the gateway:

— for GW-24—Cloud: Specify the access point and DHCP server or static IP.
— for GE-24—Cloud: Specify DHCP server or static IP.
— for GG-24—Cloud: If necessary, configure the access point (APN).

Adding the device and gateway to akYtec Cloud

1. Open the Devices tab in the Administration section. Click the Add device button. A window will

appear:

Device registration

Device type*

ID*

Network address*

Serial number

Categories

Time zone* GMT0:00

Enter one of the following values: device serial nu

mber, IMEI, MAC address

Specify the following settings for the device and gateway:

— Device type: Select the device to be connected.

— ID: Enter the network gateway ID (as indicated on the gateway enclosure):
— For GG-24-Cloud, GE-24—Cloud, GW-24—Cloud — enter serial number of the gateway (as

indicated on the gateway enclosure).
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— Network address: Enter the device address in the RS485 network , as set during device

setup (see Table 16.1);

— Serial number: Enter the device serial number.

— Device name: Enter the device name.

— Categories: Select the groups to which the device will belong.
— Time zone: Select the time zone in which the device is located.

Click the Create button.

2. Select Basic settings / General setting in the device settings, and specify the previously

configured device network settings (see Table 16.7). A window will appear:

[LEEIRNIAY  Event settings  Parameter settings

Basic settings

Current identifier

Device type

Serial number

Device name*

Categories

Time zone*

Log retention period*

"Operational” polling period*

"Configuration” polling period*

"Manageable” polling period*

Offline period*

COM-port baud rate*

COM-port Setup*

Network address*

Symbol timeout*

Overall timeout*

Modbus protocol*

ek ek ek ek

Arbitrary modbus device

e ke ek ek

GMT+1:00 v

Time on the device page will be shifted according to the time zone.

90 days

Not more than 90 days

60 sec

Polling interval for operation parameters

70 sec

Polling interval for configuration parameters

80 sec

Polling interval for manageable parameters

91 sec

The value must be greater than the minimum interval for polling parameters

9600 v

1
2-byte integer (DEC)

100 ms
100 ms
RTU v

Allow packet read
The system will group requests to neighbor Modbus-registers in one packet

Save

— COM-port baud rate: Set the COM port speed.
— COM-port Setup: Select the COM port settings, in the following format:

— Number of information bits per byte. Possible options: 7, 8.

— Parity mode. Possible options: N - none, E - even, O - odd.

— Stop bits. Possible options: 1, 2.
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Example: 8N1 - 8 data bits, no parity, 1 stop bit.

— Device parameters polling periods: Set the polling periods of operational, configuration and
manageable parameters (see General device settings (basic settings)));

— Symbol timeout: The waiting time for the next byte of data. The recommended value is 100
ms.;

— Overall timeout: The waiting time for the complete data packet to be received. The
recommended value is 600 ms.;

— Allow packet read: Check the box to enable faster data exchange (only if the connected
device supports batch reading ;check in the device user guide).

Configuring device settings in akYtec Cloud

In the Administration section, open the Devices / Parameter setup tab and specify the parameters
to be displayed in the reports (see Customizing the display of parameters in reports):

Basic settings  Events settings EIEINEE SISl

& Exportto)SON T Clear all parameters  Import from file ~

Settings {if

Parameter Code :::::ition x:z:ion ::ilrsetsesr ::I:soufrement \l'):rtr:at TLEE= ML

4..All parameters +
Charge h1 03 non writable F9 % RH: % RH int32 v v ¥ ¥ VvV @ [}
Temperature h2 03 16 FB deg: °C float v v v v v v Vv 71
--Humidity h3 03 non writable FD % RH: % RH int32 v v Vv ¥V @ i)

Verifying the data exchange between akYtec Cloud and the device

To view the current values of the device parameters, click ‘I‘ The main akYtec Cloud window with

the Parameters tab will appear.
To verify that the parameter values have been recorded to the device, click the Write commands

tab.
Demo Demo
,
ak> E?u% A First @Alarms o &g Facility Events @ Devices on map (] |l @ 81 N\ & G
Devices of company: hs0101 last updated O

Own company v 4 minutes ago

Category or file.. Q i Tables Timing diagrams Events Write commands  Configurations

[+ ]
#-Demonstration devices 2 £ Parameter Code Title
i~ ¥/ hs0101 ; aAl parameters
“- 18 Temp. 33 : L-Charge h1  63%RH
‘New category 1 H Temperature h2  25°C
~Pavle-Presentation H “Humidity h3  58%RH
e E 001
T Al
+ PR200 - Presentation :

CAUTION
To enabile verification, the list must include parameters of the manageable type.

A

16.2 Connection over Ethernet

The Mx210 modules are connected via Ethernet.
akYtec devices with Ethernet connectivity must be connected to a local network with internet access.

Configuring the device in akYtec Tool Pro

1. Connect the device to a PC according to the device user guide.
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2. Install and launch akYtec Tool Pro.

3. Use akYtec Tool Pro to connect to the device, then click the Read parameters button.

F’g Py LS8 il 0 G 999 9

In the Network settings / akYtec Cloud connection settings section, set Connection to akYtec
Cloud to On.
In the Modbus Slave / Remote access rights from akYtec Cloud section, set the following:

— Configuration enable - enabled
— Manage and record values - enabled
— Access to Modbus registers - full access.

In the Ethernet settings tab, configure the device network settings according to the network
requirements (IP address, subnet mask, gateway). Then click the Write parameters button.
To set the password for accessing the device from akYtec Cloud, click Set Password.

A CAUTION

If no password is set, you will not be able to connect the device to akYtec Cloud.
Reboot the device to apply the changes.

Adding the device to akYtec Cloud

Connect the device to a LAN with Internet access.

Open your browser and navigate to https./cloud.akytec.de/, then log in. The main akYtec Cloud
window will appear.

In the Administration section, open the Devices tab and click the Add device button. A window will
appear:

Device registration
Device type*

D%

Enter one of the following values: device serial number, IMEI, MAC address

Network address*
Serial number
Device name*
Categories v

Time zone* GMT£0:00 v

Time on the device page will be shifted according to the time zone.

— Device type: Select the device to be connected.

— ID: Enter the device serial number (indicated on the module enclosure or copy from akYtec Tool
Pro / Device information).

— Device name: Enter the device name.
— Categories: Select the groups to which the device will belong.
— Time zone: Select the time zone in which the device is located.

Click the Create button.
Click on the device name to access the device setup. Then, select General settings / Basic
settings. Enter the password set in akYtec Tool Pro:
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Current identifier Hdkdkkkkdhkkhdhhkhkhhk
Device type ME210 over Ethernet - Manual setting
New ID
Password Password
Device name* device_name

Adding device parameters to akYtec Cloud

The parameter list is automatically read from the device.

Verifying the data exchange between akYtec Cloud and the device

To view the current values of the device parameters, click . The main akYtec Cloud window
with the Parameters tab will appear.

To verify that the parameter values have been recorded to the device, click the Write commands

tab.
Demo Demo
,
ak> -lc:I?ucd A First @Alarms o g Facility Events @ Devices on map 0 |l @ 81 N\ & G
Devices of company: hs0101 last updated e

Own company v 4 minutes ago

Category or file... Q i Tables Timing diagrams Events Write commands Configurations

[+ |

~Demonstration devices 2} Parameter Code Title
i¥ihsoto1 4-All parameters

L ¥& Temp. 33 H "-Charge h1  63%RH
‘New category 1 H i

‘Temperature h2 25°C
~-Pavle-Presentation H “Humidity h3  58%RH
E 001 E

-+ PR200 - Presentation :

NOTE
To enable verification, the list must include parameters of the manageable type.

[i]
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17 Connection of PLC210 and SPC210 with Codesys 3.5

17.1 Connection over RS485 (via gateway)
PLC210 and SPC210 are connected as described in this section.

Creating a project in the CODESYS 3.5 environment
Start CODESYS 3.5 and connect to the device. A window will appear:

® CoDEsYs - x
File Edt View Project Bulld Online Debug Tools Window Help Y4
BEES |0 b BBX(AGMAGIR AN @GS ), aR[(22E 23 |2 WY

Deces - Ex
\
Templates
007 spcio-t0
Bui ~ [© 0enorts) [® Owaming(s) [@ 0 message(s) | X ¥
Descrption Project Object Pasition
Desarption
< >
|5 Devices | [ pous [ R 4
Lasthuid: © 0 ® 0 Precompie o/ Project user: (nobody) (%)

Install the akYtec Communication library and add it to the library manager (for details, see
CODESYS V3.5. Modbus):

@ Untitled1.project - CODESYS = X
File Edit View Project Libraries Build Online Debug Tools Window Help \ &
BEEI& o o § RBEX MM N 9% 0[R2 La- [ |#| Application [Device: PLCLogic] ~ B G ) w N[22 F | |MW|w |

Devices. ~ 8 x|/ i) Ubrary Manager x| - Popertes v B X
=03 Untited: E‘Mdlibnry X Delete Library | ' Properties 73 Details | 5] Placeholders ' il Library Repository (@ Icon Legend... & Summary... © ©| Vriter -
- -; m Lbuad Name A " " A | ¥ sortby -
g ; g“““‘ % [B) 3sticense o Add Library X N o
#- B Akytecstor Property \
g Tucors [ Aytectype| | String fora fulktext search...
9 Lirary Manager &-[8) sreapoint| [ Liprary Company
8) Pc.pre oRG) &-[B) caapevice| |,
= @ Task Configuration 0 can memor
=& Ay " #-[@ roonether -
) Akytecstorage.CLOUD_PRG = @ ey |
=& ManTask + (8] otM_onl -
) pic_prG = ak¥tec GmbH Hannover
= & vIsu_TASK akftec GmbH Hannover
) vieutems.visu_Prg ak¥tec GmbH Hannover
+ @) VisualizationManager akYtec GmbH Hannover
&) visualization [ Modbus TCP Slave Library aktec GmbH Hannover
RS485_1 (Modbus COM) (' Mx210 Assistant ak¥tec GmbH Hannover
RS485_2 (Modbus COM) [ screen 2kYtec GmbH Hannover
RS485_3 (Modbus COM)
RS232_1 (Modbus COM)
Ethernet (Ethernet)
(© AkytecRTC (AkytecRTC)
& AkytecCloud (ak¥tec Cloud)
@) Buzzer (Buzzer)
(79 orives rives)
& Network (Network)
’gs""“ e . S JICT i
(B 1nfo (info)
- ds Watchdog (Watchdog) ‘Messages -Total 0 errr(s), 0 warming(s), 0 message(s) ) T — v 2 x
- [0 0ermor(s) [® 0 wening(s) [ Omessage | X ¥
Description Project Object Position
Desciption
< >
38 peviees [ pous e P/@ Ve[ R T N
Lestbuid: @ 0 ® 0 Precomple o/ &8 Project user: (nobody) @ Q

Declare the following variables for PLC_PRG:

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de



17 Connection of PLC210 and SPC210 with Codesys 3.5

ak)’tec

® Untitied1.project - CODESYS

File Edit View Project Build Online Debug Tools Window Help

e & v » BB X M A @ (' | % | Application [Device: PLC Logic] ~ ©8
Devices » 3 X | [5] PLCPRG X
=0 Unoited - 1| PROGRAM PLC_PRG
= I Device (Pc210) VAR
= B0 PLC Logic END_VAR
= ) Application
@ rarostars
£ tmagepool
(@) Lirary Manager
8 Pecpre prO)

= @ rosk Configraton

&) AkytacStorage.CLOUD_PRG
= & ManTask
8][pc_Pre

= @ visu_Tasc PLCPR

Consider the following:

= & AkytecCloudTask 1 11 REMOVE UNUSED

7 Fiter ~

¥% Sortby -
£ sortorder ~
Property

100 % @Rl

— Only variables of the BOOL and WORD types can be assigned in the Modbus Slave component.
— To assign a REAL variable, you must declare two additional WORD variables:

— For REAL variables written from akYtec Cloud, merge the two WORD variables into a REAL

variable in the program code.

— For REAL variables read by akYtec Cloud, split the REAL variable into two WORD variables in

the program code.

rVar Write := OCL.WORDZ TO REAL(wRealVarRegl Write, wRealVarRegl Write, FLLIE);

Z
3 fhRealToWord?2 (rInput

Select the RS485 1 (Modbus COM) component:

File Edit View Project Build Online Debug Tools Window Help
D E & v [ e
Devices v 2 x [ Modbus_Master_COM_Port
=] 10inch PSC Majong, 10 SMI |
= MR Device (SPC210) PCI-Bus IEC Objects
= 80 pPLC Logic . |
n
+ f:}' A lication enera

= (@ Rrs485_1_1 (Modbus COM)

+ () Modbus_Master_COM_Port (Modbus Master, ¢
(@ Rs485_1 (Modbus COM)

(@ Rrs485_2 (Modbus COM)

+(§) Modbus_Master_COM_Port_1 (Modbus Mastef
(@ Rs485_3 (Modbus COM)

(@ Rrs232_1 (Modbus COM)

_ﬂ Ethernet (Ethernet)

L) AkytecRTC (AkytecRTC)

& AkytecCloud (akYtec Cloud)

o) Buzzer (Buzzer)

Lij Drives (Drives)

£ Network (Network)

O Screen (Screen)

(5 ebug (Debug)

4§ Info (Info)

& Watchdog (Watchdog)

SerialPort Parameters

Status

Information

%

Specify the parameters for the Modbus COM component:

— COM port number - used to connect the GG-24—Cloud network gateway

— baud rate

— parity

— data bits

— stop bits.

Add Modbus Serial Device:

1= rVar Read, xSwapBytes := FALSE, wOutputl => wRealVarReg0 Read, wOutput2 => wRealVarRegl Read):

Application [Device: PLC Logic] ~ ©F

) rRs485_1.1 x

Serial Port Configuration

COM port 1 B
Baud rate 115200 v
Parity NONE v
Data bits 8
Stop bits 1
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“® Untitled1.project - CODESYS - o X
File Edit View Project Build Online Debug Tools Window Help \ &)
BEE (& o o & BERX (MG N A M| |- [ £ Application[Device: PLCLogic] ~ O & ) w N[z 2 | MW |w Y

Devices v 3 x
= [ Untited1 -
= M Device (sPC210)
= @0 PicLoge
= © Application
@ Targetvars
ImagePool
D Library Manager
[2] pLc_prG (PRG)
=-{# Task Configuration
=& AkytecCloudTask
&) Alytecstorage. CLOUD_PRG
= & MainTask
&) pLc_prG
= & vIsu_Task
&) visulems. Visu_Prg
+ @) VisualizationManager
&) visualzation
RS485_1 (Modbus COM)

Add Device X

Name [ 5]
Action
@ Appenddevice (O Insertdevice  Flug device (O Update device

[String for a full text search | vendor | <al vendors> -

Name Vendor  Version  Description
= (@ Fieidbuses
= W Modbus
158 Modbus Seril Device
%1 Modbus Serial Master

& Cut
@ Copy
B Paste
X Delete

[ Display all versionsfor O oisplay
Please select 2 device from the kst above.

Refactoring
3 Properties...

5 Add Object

0 error(s), 0 waming(s), 0

Disable Device

[ Edit Object psition
Edit Object With... ©  (You can select another target node inthe navigator while this window is open.) ——

Edit 10 mappin .

from CSV...
52 Devices [ pous Export V..

1ve RN
Lsstbuld: @ 0 ® 0 Precomple o/ (8 Project user: (nobody) ®Q

Open the Modbus Serial Device tab and enter the slave address of the device:

“® Untitled1.project* - CODESYS - X
File Edt View Project Build Online Debug Tools Window Help \ &
BPVEE & o = L BREX (MM N 9" 8 @3- [ # | Application [Device: PLC Logic] ~ ©8 % , » W

Devices. ~ & X | (@ Modbus_Serial_Device x v Popertes v 8 X
= [ Untiteds = ¥ Filter ~
= I Device (9C210) Generd! untD MC ¥ Sortby +

- B rctooc 4 sortorder ~
Property v

Modbus Serial Device /0 Mapping

O watchdog 500 2

@ Targetvars
Modbus Serial Device IEC Objects Holding registers 10 [#] (%) [ writesble

) Liorary Manager 5 =
2R In 10 3 e
B rc #rG) putregisters 1+ (%Qw)
= (& Task Configuration Information [ Discrete Bit Areas
= & AkytecCloudTask ) s 5 o)
) AkytecStorage.CLOUD_PRG ——

= & ManTask | Discrete Inputs o 20

@) pic PRG

) visulems.Visu_Prg StartAddresses
+ @) VisualizationManager Coils P B
Discreteinputs o 2]

el Pevos Qiods See Devis) Holding register o 2
Rs::—i (Modbus m Input register ) 2]
@ Rs232_1 (odbus com)
Ethernet (Ethernet)

© AlytecRTC (AkytecRTC)

Messages - Total 0 error(s), 0 warning(s), 0 message(s) - x
s Watchdog (Watchdog) - [© oerrorts) [® 0waring(s) [@ 0 messagets) | X %
Description Project Object Position

Description

<
2 ocvees [FPos [EROESEI 43
Lastbuld: @0 ® 0 Preconple o/ G Project user: (nobody) @ Q

On the I/O Mapping tab, assign the variables to the slave registers:

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de 78



17 Connection of PLC210 and SPC210 with Codesys 3.5

ak)’tec

® Unitled.project” - CODESYS

Fle Edt View Project Buld Online Debug Tools Window Help

BEEEIS o~ L BBX BB
Devces - Bx
=0 tnoteds -
= B Devie (C210)
=80 picioge
= © Appiication

@ Tegetiars

1] 1magepool

9 worary Mnager

[8) ricpra (RG)

= (@ Task Confuraton
= & AkytecCloudTask
) akytecstorage. CLOLD_PRG
= & ManTesk
@ i rrs
= & wsuTask
8] viulems.Vu_Prg
+ ] VisuslizationManager
&) visualization
= @ Rses_1 Qrodeus CoM)
(# Wodbus_serial Device (Modbus Sesal Device)
@ Rsa85_2 (Modous COM)
@ Rs485.3 (Modbus CoM)
8 rs22_1 (ross com)
@ etremet Ethemen)
© AyteRTC (kyteckTO)
& HoytecCioud (¥tec Cloud)
@) Buzzer (Buzzer)
9 orives Orves)
& Network (Network)
4% Saeen (screen)
(5} Debug Debug)
@ 1o tofe)
s vistehdog (Watchdog)

32 Devies [Qypous

The Write variable refers to holding registers.
The Read variable refers to input registers.

® UniitledT.project” - CODESYS

(=) [ | | Application [Device: PLC Logic] - ©f X L IE3
[ PCRG ([ Modbus_Serial_Device x ~|[propertes < @ x
J— Find Fiter Show all - 4k Add FBfor [0 Channel.. * Go to Instance. 4505
% sortby
[—— Mapping  Channel Address Type Unit  Description e
s HodngRegsters WO ARRAY [0.5] OF WORD oropety T
Modbus Serial Device IEC Objects il Holding Regsters[0]  %IWO. WORD
“ Appicaton.LC_PRG xBoolVar_Write b e BooL
Status n. ot w0 BooL
» B w02 BooL
e » B wp0:  Boo
» Bt wp0s  Bool
» B wpos  sool
» & wn0s  sooL
» & w07 sool
» B8 %IX1.0 BOOL.
» ) Wi BooL
» B0 Wiz Bool
» B Wi sool
» B2 wxie sooL
» a3 wxus  sool
» ats wxie  BooL
hd Bit15. %IX17 BOOL.
# % Appication PLC_PRG.wWaordVar_Write K Holding Registers[1] 3w+ WORD
# 9 Application PLC_PRG.wRealVarReg0_Write Kl Holding Registers[2] %2 WORD
# 9 Application PLC_PRG.wRealVarReg1_Write k] Holding Registers(3] %3 WORD
» Holding Registers([4] %IW4 WORD
» wws  wWoRD
« ] waws  word
(d HodngRegitersl7]  %MW7  WORD
‘% HodngRegstersls] WS WORD
= Holding Registers([5] %IWS WORD
> InputRegsters %Quo ARRAY [0..5] OF WORD.
Reset Mapping | Always updatevarizbles |Use parent devie settng
s = Crestenewvarisble " = Mapto eistingvarisble
Bus Cyde Optons:
Busoydetssk  [Useparentbuscyde seting | | Recestereuied tasks
Messages - Total 0 error(s), 0 warning(s), 0 message(s) x
Precompile - [© 0errorts) [© 0wering(s) [@ Omessagets) | X ¥
Descrption Project Object Position
Descrption
B Pl v 2 TN
Lastbuid: @0 ® 0 Precomple o/ G Project user: (nobody) @ Q
- x
Ya

Fle Edt View Project Buld Onine Debug Tools Window Help

LR

- x

Cloge
= © application
@ Targetiars
] 1magepool
0 Lovary Manager
() PLc_pRa 6RG)
= (@ Tesk Confiuraton
= & AytecoudTesk
18 AkytecStorage. CLOLD_PRG
= & vanTak
8 pcrre
= & visuTas
) visuelems Visu_Prg
# Bl Visuslizationianager
&) voualzaton
= Rs485_1 (Modeus COM)
(# odbus_serial_Devce (odbus Seral Device)
() rsiss_2 (rocbus com)
8 Rss5_3 (rocbus com)
@ Rs232_1 (rodbus com)
@ Ethemet Ethemet)
O MotesRTC (otectT)
& AytecCioud (skftec Cloud)
) Buzzer (Buzzer)
{§9 orives rives)
& Network Oletwerk)
£ Sareen (saeen)
3} vebug Eebug)
B 1o anfo)
s vistchdog Watchdog)

S Devees [0

=) (3" | | Application [Device: PLC Logic] ~ O X W v
18] PCRG [ Hodbus_Serial Device x < |[ropertes & x
¢ Fiter +
General Find Fiter Showal - o Add B for 10 Channel... *~ Gotolnstance b
— — % Sortby +
[ — L Mapping  Channel Address Type Unit  Descrption Bl sortorder =
w4 HodngRegsters WO ARRAY [0.5] OF WORD Property T
Modbus SerialDevice ECObjects || = "® InputRegsters %Qui0 ARRAY [0..9] OF WORD.
putRegstersl) QU0 WORD
Sats "9 Appicaton PLC_PRG xBoolVar Read b e %es oL
"» e %Q0.1  BoOL
Information " B %02 BOOL
" B %Q0.3 800l
"* Bt %4 BooL
"» B %Q0.5 800l
"» B %06 BOOL
“» Y %Q0.7 800U
"» o %QXL0  BOOL
" o %wQxL1 BoOL
" 8t0 wQu2  soo
s Bt %13 BO0L
"» B2 %Qus  Bool
“» B %QXLS  BOOL
"» ats %QXL6  BOOL
"» ans %wQxL7  BoOL
" Appicaton PLC_PRG.wirdVer_Read o iputRegstesl]  %ew:  WORD
# " Appicaton PLC_PRG.wReaVarRegd_Read T iputRegstesl]  mew2  WORD
% " Appicaton PLC_PRG.wReaVarReg1 Read h iputRegstersls]  %eWs  WORD
(2 InputRegsters[]  %QW4 WORD.
"0 InputRegsters(s]  %QUS WORD.
e putRegstersls] Qe WORD
“e putRegstersl7]  %QW7  WORD
“ e TputRegsters) QWS WORD
E IputRegsterss] QWS WORD
ResetMapping | Always updatevarisbles |Use parent device settng
» = Creste newariable " = Mapto existing varisble
Bus Cyce Optons
Busodetssk  [Useparentbuscydeseting | | Redestereaiired tesks
Messages -Total 0 error(s), 0 warning(s), 0 message(s) x
Pre - [© 0eror [® 0warming(s) [ @ 0 messagets | X ¥
Descrption Project Object Position
Desarption
@@= R T
Lastbuld: 00 © 0 Preconple o/ @& Project user: (nobody) Y

Addressing for each Modbus memory area is independent and starts from register O .

As a result, the following register map will be generated in the controller (note that variables of the
REAL type are represented in Modbus Slave as two variables of the WORD type):

Variable name

Type

Modbus area

Register / bit
address

xBoolVar_Write

BOOL

Coils

wWordVar_Write

WORD

Holding registers

rVar_Write

REAL

Holding registers

xBoolVar_Read

BOOL

Discrete inputs

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de

79



s
17 Connection of PLC210 and SPC210 with Codesys 3.5 ak) tec

Variable name Type Modbus area Register / bit
address
wWordVar_Read WORD Input registers 1
rVar_Read REAL Input registers 2-3

Set the IP address for the controller and scan the network to find the device.

® Untied! project”- CODEYS
Fle Edt View Poject Bukd Online Debug Tooks Window Help 1 2
1FE S Ry e

Load the project onto the controller and start it by selecting Online / Login and Start (F5).
Connect the GG-24-Cloud gateway to the RS485-1 port of the controller as described in the user
guide.

Adding the device and gateway to akYtec Cloud

Open your browser and navigate to https./cloud.akytec.de/, then log in. The main akYtec Cloud
window will appear.

In the Administration section, open the Devices tab and click the Add device button. A window will
appear:

Device registration

Device type*

Enter one of the following values: device serial number, IMEI, MAC address

Network address*
Serial number
Device name*
Categories v

Time zone* GMT+0:00 v

Time on the device page will be shifted according to the time zone.

Device type — select the device to be connected.

ID — enter the network gateway ID (as indicated on the gateway enclosure):

— For GG-24—Cloud produced before 02/2022 — enter the IMEI number of the network gateway (as
indicated on the gateway enclosure).

— For GG-24-Cloud, GE—24—Cloud, GW-24—Cloud — enter the serial number of the gateway (as
indicated on the gateway enclosure).

Network address — enter “1”,

Serial number — enter the device’s serial number.

Device name — enter the device name.

Categories — select the groups to which the device will belong.

Time zone — select the time zone in which the device is located.

Click the Create button.

In the device settings, select Basic Settings / General Settings and specify the following:
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[LEEIESGLS]  Event settings  Parameter settings

Basic settings na

Current identifier ek ok ok ek ko ko
Device type Arbitrary modbus device
New ID

Serial number

Device name* dedededededededededokdedekodeok
Categories v
Time zone* GMT+1:00 v

Time on the device page will be shifted according to the time zone.

Log retention period* 90 days

Not more than 90 days

"Operational” polling period* 60 sec

Polling interval for operation parameters

"Configuration” polling period* 70 sec

Polling interval for configuration parameters

"Manageable” polling period* 80 sec

Polling interval for manageable parameters

Offline period* 91 sec

The value must be greater than the minimum interval for polling parameters

COM-port baud rate* 9600 v
COM-port Setup* 8N1 v
Network address* 1

2-byte integer (DEC)

Symbol timeout* 100 ms
Overall timeout* 100 ms
Modbus protocol* RTU A4

Allow packet read
The system will group requests to neighbor Modbus-registers in one packet

COM-port baud rate — set the COM port speed.
COM-port Setup — select the COM port settings in the following format:

— Number of information bits per byte of data. Possible options: 7, 8.
— Parity mode. Possible options: N - none, E - even, O - odd.
— Stop bits. Possible options: 1, 2.

Example:
8N1 — 8 data bits, no parity, 1 stop bit.

Click the Save button.

Adding device parameters to akYtec Cloud

In the Administration section, open the Devices / Parameter setup tab and add the parameters
according to the project in CODESYS 3.5.
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Basic settings  Events settings [EEIEINEE S

& Exportto)JSON T Clear all parameters  Import from file » Settings {if
Parameter Code :::cdtion x::::ion ::5:'5::: z:i::ufrement ::artr:at TOEE= ML
4-All parameters + B
! Charge h1 03 non writable F9 % RH: % RH int32 v v v ¥ v i
Temperature h2 03 16 FB deg: °C float v ¥ Vv Vv Vv vV ¥ ol
Humidity h3 03 non writable FD % RH: % RH int32 v v v v v i

NOTE
m For parameters of REAL (float) type, you must specify the required number of decimal
places.

Verifying the data exchange between akYtec Cloud and the device

To view the current values of the device parameters, click l" The main akYtec Cloud window with
the Parameters tab will appear.
Change the values of the variables in CODESYS 3.5 and monitor the corresponding changes in

akYtec Cloud.
To verify that the parameter values have been recorded to the device, click the Write commands
tab.
Expression Type Value
@ xBoolvar_Write BOOL
# wWordWar_Write WORD
# [ Var_Wwrite | REAL 66.77
% xBoolvar_Read BOOL
# wWordvar_Read WORD 1
# rvar_Read REAL 22,33
% wRealVarReg0_Read WORD 16818
@ wRealVarRagl_Rsad WORD 41943
@ wRealVarRegl_Write WORD 17029
# wRealVarRegl_\Write WORD 35389

Tables Graphs Events Parameterrecord Configurations

Parameter Code Value

4--All parameters
iVar_Read InputRegister2 ~ 22.33
~iVar_Write HoldingRegister2 66.77
wWordVar_Read InputRegistert 11
~wWordVar_Write HoldingRegister1 44
xBoolVar_Read Discretelnput0 1
~-XBoolVar_Write Coilo 1
NOTE

[i]

17.2 Connection over Ethernet

To enable verification, the list must include parameters of the manageable type.

The connection between the SPC210 and PLC210, programmed in CODESYS V3.5 SP11 Patch 5

or higher, is performed via symbol configuration.

For SPC210 controllers, connection to akYtec Cloud via symbol configuration is supported starting

with firmware 1.1.0611.1056. Earlier versions used connection via Modbus TCP, which is described
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in version 2.0 of the CODESYS V3.5. Configuring exchange with the upper level is not supported in
the current firmware.

Creating a project in the Codesys 3.5 environment

Create a new project in CODESYS V3.5. A new window will appear:

® CODESYS - =)
Fie Edt View Puoject Buld Onine Debug Tooks Window Help \

BFES vt RX MLBL N AN BT EFF » aR[(2=223 (s |||z |V

Nome [uniteaz
Loation [C-\sera paveeveipeskion

~ [© 0erorts) [© 0weming(s) [@ Omessage(s) | X ¥
Description Project Object Position
oescrption
<l >
|52 vevies [Qypous (e e R [T
Lastbuid: © 0 ® 0 Precomple o/ Project user: (nobody) ]

Declare variables for PLC_PRG:

@ Untitled1.project - CODESYS
File Edit View Project Build Online Debug Tools Window Help
BEE &>~ & REBX AL N M0 |G - [ E8 Appication Device:PLCLogic] ~ G & ) w N |(F=c3°5 § |0 || |w |V

PLC_PRG X |
= 5 Unstedt 1| PROGRAM PLC_ERG

- o
Ya
 Fiter
= I Device (SPC210) VAR

N ¥ sortby +
=80 rcLoge 3| EED VAR i
Sortorder ¥
= © Application
@ Targetvars Property \
€] tmagepool
= Library Manager
3 ric_pRo PRO)
= (@ rask Configuration [100% @

= @ AkytecCloudTask 1[4/ 111 REMOVE UNUSED INTERFACES (RS-485, R5-232, Ethernet) FROM PROJECT !!!

0w,

= visuTasc TpLC PRG W

Add the Symbol Configuration component to the project:
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@ Untitled2.project” - CODESYS.
Fle Edt View Project Buld Online Debug Took Window Help Y
BEES|o X DAX MM A NN G| [ Application Device PLCLogic] - O O ) m N[22 32 F | M w |

'Add Symbol Configuration

ns
* crestea remote access symbol configuration.

it Object With..
© Login
Delete application from device

Communication Manager...
Data Sources Manager...

ouT..
ExtemalFile..

) incude comments in L
I support OPC U features

Global Variabe List..
Image Pool..
Inteface..

Network Variable List (Receiver)...
Network Variable List (Sender)...
Persistent Variables...
POU...
POU for Implicit Checks...
Recipe Manager..
Redundancy Configuration...

Gt Sde Data Layout
O Compatiilty Layot
® Optimized Layout

CliePEE«g@ i DBES S0

@ Trend Recording Manager...
23 Unit Conversion...
&) Visualization...

Messages - Total 0 ero(s), 0 warming(s), O message(s)
s - [ 0eros |6 wamin [0 omessset | X X
Description Project Object Position
Descrption
< >
|52 Deviees [(yrous [~ L IIEE ) 40
Lastbuid: © 0 ® 0 Precomple o/ 8 Project user: (nobody). @ Q

Click Build to compile the project.

® 2 Symbol Configuration X |

N view ~ [*¥Build [ Settings + Tools +

(¥)There are 3 configured variables which are not referenced by the IEC code. Reading and writing to them may not have the desired effect(s).
Changed symbol configuration will be transferred with the next download or online change

CAUTION
A When adding new variables to a project, you must first compile the project in order to apply
changes to the symbol configuration.

Check the boxes next to the variables that will be read / modified by akYtec Cloud, and set access
rights for each one:

- " readonly

- % write only

- “ read and write.

™32 symbol Configuration X |

(#)There are 3 configured variables which are not referenced by the IEC code. Reading and writing to them may not have the desired effect(s).
Changed symbol configuration will be transferred with the next download or online change

Symbols Access Rights Maximal  Attribute Type Members Comment

# [ ] constants
#[7] [§] ExceptionFlags

™ " " -
- M e rvar » "» REAL
. [J] & xvar " " BOOL
—
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In the akYtec Cloud / akYtec Cloud Parameters node, enter a password to encrypt the transmitted

® Untited? project” - CODESYS - 6 x
File View Project Buld Online Debug Took Window Help \ g
1@ | & L [~} T | #8  Application [Device: PLC Logic) ~ Of < =

v B X % Akytectoud x v [oropertes v 8 x
= ¢ Fite +
skitec Cloud Parameters Parameter Type Value Defoult Vslue Unit  Description *% sortby +
# P adtess ARRAY[D. 3] OF BYTE 0000 0000 Contrler P-adress »
n 8l sortorder ~
ak¥tec Cloud 10 Mapping o Pt T 1502 Controler port rumber -
asswor STRING 123456 asswor ensr Propety
akitec Cloud IEC Objects * Pe d (64) 123456' 123456 Pe d for data encryption/decryption
# Server Addess STRIG() Gate.skytec.com 26507 gate.skytec.com 26507 Donot edt -only fordebugong
- # Acchwe update mtervel  UINT(0..65535) B 85 Acweupdte perod
3 # aove sae unT20..2000) » mis  Acwesm
£ symtol Configuraton Ifomation # Tmeaut unT(15.60) © s Coudmeot
= @@ Tosk Configuraton # Logleve unTe.7) o o Detug g eve
= & AytecCoudTask
&) AcytecStorage.CLOUD_PRG
o
e
-
-
e
/,/
,//
-
/
@ Rs485._1 (Modeus Cov) )
(i@ Rs4e5_2 (Modbus com) pd
(i Rs485_3 (Modbus com) S~
(i Rs232_1 (Modbus com) S~
(@ Ethemnet (Ethermet) pd
© AkytecrTC (akytecrTC) e
8 Akyteccioud akrtec Goud)
)
(i} Debug Detug)
@ 1o (nfo)
& Watchdog (Watdhdog)
[Password or ata encryptoncecrypton
Messages -Total 0 ermor(s), 0 warmng(s), 0 message(s) ~ax
Build - [ 0emor(s) [® 0 warming(s) [@ 0 messagets)| X ¥
Description Project Object Position
Buid startec: Appicaton: Devie Appicaion S
Tymy coc
. Conple compete 0 ears, 0 warmings
[Zoevees | @@= R Y
Lostbuld: 00 ® 0 Precompie o/ (@ Project user: (nobody) @|Q

This password is used when adding the device to akYtec Cloud.
Connect to the controller and upload the project to the controller.

Adding the device to akYtec Cloud

Open your browser and navigate to https:/cloud.akytec.de/, then log in. The main akYtec Cloud
window will appear.

In the Administration section, open the Devices tab and click the Add device button. A window will
appear:

Device registration
Device type*

D*

Enter one of the following values: device serial number, IMEI, MAC address

Network address*

Serial number

Device name*
Categories v

Time zone* GMT+0:00 v

Time on the device page will be shifted according to the time zone.

Device type — select the device to be connected;

ID — enter the device serial number ( indicated on the device enclosure and in the Info node of the
target file in the SERIAL channel. You need to bind a STRING type variable to the channel.)
Device name — enter the device name;

Categories — select the groups to which the device will belong

Time zone — select the time zone in which the device is located.

Click the Create button.

In the device settings, select Basic Settings / General Settings. A window will appear:
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[LEEIESGLS]  Event settings  Parameter settings

Basic settings na

Current identifier ek ok ok ek ko ko
Device type Arbitrary modbus device
New ID

Serial number

Device name* dedededededededededokdedekodeok
Categories v
Time zone* GMT+1:00 v

Time on the device page will be shifted according to the time zone.

Log retention period* 90 days

Not more than 90 days

"Operational” polling period* 60 sec

Polling interval for operation parameters

"Configuration” polling period* 70 sec

Polling interval for configuration parameters

"Manageable” polling period* 80 sec

Polling interval for manageable parameters

Offline period* 91 sec

The value must be greater than the minimum interval for polling parameters

COM-port baud rate* 9600 v
COM-port Setup* 8N1 v
Network address* 1

2-byte integer (DEC)

Symbol timeout* 100 ms
Overall timeout* 100 ms
Modbus protocol* RTU A4

Allow packet read
The system will group requests to neighbor Modbus-registers in one packet

Password — enter the password specified in the Codesys 3.5 project.

Adding device parameters to akYtec Cloud
The list of controller variables will be automatically uploaded to akYtec Cloud, which may take a few
minutes.

Verifying the data exchange between akYtec Cloud and the device

To view the current values of the device parameters, click I8 The main akYtec Cloud window with
the Parameters tab will appear.

Change the values of the variables in CODESYS 3.5 and monitor the corresponding changes in
akYtec Cloud.

When the communication status appears, refresh the page by pressing F5.
To verify that the parameter values have been recorded to the device, click the Write commands
tab.
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A

Tables Graphs Events Parameterrecord Configurations

Parameter Code Value

4--All parameters

4--Application
4--SymbolConf
4-PLC_PRG
Livar UID1073741832 11
Lrvar UID1073741833 22.330
xVar UID1073741834 1
CAUTION

To enable verification, the list must include parameters of the manageable type.

Restrictions:

The number of valid controller parameters imported into akYtec Cloud is limited to 1000. If this
limit is exceeded, some parameters will not be imported from the controller, and the Symbol
error channel on the I/O Mapping tab in the akYtec Cloud node in Codesys 3.5 will be set to
TRUE.

The number of folders in the configuration is limited to 100. If this limit is exceeded, parameters
from some folders will not be imported from the program in the controller, and the Folder error
channel on the I/0 Mapping tab in the akYtec Cloud node in Codesys 3.5 will be set to TRUE.
Only elementary data types (except STRING, WSTRING, DT, DATE, TOD, TIME, LTIME) are
supported for import.

To connect to akYtec Cloud, the correct network settings (in particular, the gateway address and
DNS server addresses) must be configured in the controller.
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18 Programmable relay connection
Connection of PR200 programmable relays with the RS485 interface.

Project creation and device setup in ALP

1. Set the device network settings:
— Slot number: 1 (the slot number depends on the RS485 slot used)
— Mode: Slave
— Baud rate: 115200 bps
— Parity: None

File View Device Service Plugins Help
= o] V= s &
DOBRo On IR a8
> o
) & O a8 88 20
Al-QO O QO +00+ X X X
&| varable Box ¥ = x  Main program*
= B Qe 00%
2| 00%
g
] Device configuration - m] X
= Device Data transmission via Modbus over RS485 interface.
Display Line length without repeater up to 1200 m.
d Up to 16 Slaves can be connected to the Master interface.
Clock
= Interfaces
- RS485, Slot 1, Slave @ Asstandard [J4 Factory settings
PR 16
Extension modules Interface RS485
= Inputs
Slot number 1
3 Analog
2 Digital Mode Slave -
= Outputs
A Protocol
3 Analog
< Digital Baud rate 115200

Parity none
Stop bits 1

Databits 8

Comment

Read Close

Reference 1o variable ™

2. Add the following network variables to the register map:
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Y
File View C Service d Help
DOR@ D@ - QY98 FEB6
> o
M .55650 48 B8 B0
;'E' Variable Bo) L] Main program'
i Qe 00%
§ |swcnts 1} Device configurat - o x
| Hor 5 Devh
| Day g Name PR Address 16
| onth
Yoor 12 Change register order ¥ Change byte order
;.‘\arl E REAL ; ’ 1 4, 3
| rvar2
E Comment
+ 0 X
Name wVarl
Eﬁ == pree e S Type INT
wVarl INT 512 Register | 512
Var2 REAL 513
Ef Comment
e}
@
o
Read Close
Reference to variable
AIl
Variable name Type Register address Description
wVar Integer 512 Integer value
rvar With floating point 513-514 Floating point value
CAUTION

A The floating-point variable (rVar) occupies two registers in the PR200 memory (in this

case, registers 513 and 514).

3. Create a visualization screen.

4. Add the Int input/output and Float input/output items to the visualization screen.

5. Assign the variables wVar (Int) and rVar (Float) to the corresponding items.

| N T
FLOAT

000
+00 .0

B

ilfi Display elements

Properties: YO box (INT/RE... ®
=)
v Coordinates
X 6

.
v Paramety

Dat: e |_INT

Dig 3

To change parameter values from the PR200 display, set the Editeable parameter to Yes.

Adding a device and gateway to akYtec Cloud

Open your browser and navigate to https./cloud.akytec.de/, then log in. The main akYtec Cloud

window will appear.

In the Administration section, open the Devices tab and click the Add device button. A window will

appear:
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=1
Device registration
Device type* -
1p*
Enter one of the following values: device serial number, IMEI, MAC address
Network address*
Serial number
Device name* lot more than ¢
Categories v
Time zone* GMT0:00 ~
Time on the device page will be shifted accarding to the time zone
|

Device type — select the device to be connected.

ID — enter the gateway serial number (indicated on the gateway enclosure).

Network address — enter “16”.

Serial number — enter the device serial number.

Device name — enter the device name.

Categories — select the groups to which the device will belong.

Time zone — select the time zone in which the device is located.

Click the Create button.

in the device settings, select Basic settings / General setting. A window will appear:

akYtec GmbH - Vahrenwalder Str. 269 A - 30179 Hannover - Germany Tel.: +49 (0) 511 16 59 672—0 - www.akytec.de 90



a
18 Programmable relay connection ak) tec

[EEIEEGS]  Event settings  Parameter settings

Basic settings

Current identiﬁer dedededeodededededededede dededededok ek
Device type Arbitrary modbus device
New ID

Serial number

Device name* ek kokok ok ko
Categories v
Time zone* GMT+1:00 v

Time on the device page will be shifted according to the time zone.

Log retention period* 90 days

Not more than 90 days

"Operational” polling period* 60 sec

Polling interval for operation parameters

"Configuration” polling period* 70 sec

Polling interval for configuration parameters

"Manageable” polling period* 80 sec

Polling interval for manageable parameters

Offline period* 91 sec

The value must be greater than the minimum interval for polling parameters

COM-port baud rate* 9600 v
COM-port Setup* 8N1 v
Network address* 1

2-byte integer (DEC)

Symbol timeout* 100 ms
Overall timeout* 100 ms
Modbus protocol* RTU v

Allow packet read
The system will group requests to neighbor Modbus-registers in one packet

— COM-port baud rate — set the COM port speed
— COM-port Setup — select the COM port settings, in the following format:

— Number of information bits per byte of data. Possible options: 7, 8.
— Parity mode. Possible options: N - none, E - even, O - odd.
— Stop bits. Possible options: 1, 2.

Example:
8N1 — 8 data bits, no parity, 1 stop bit.

Click the Save button.

Adding device parameters to akYtec Cloud

Import the parameter file created in the ALP environment by selecting Parameter settings / Import
/ Load from JSON.
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General settings  Event settings [BEIEINESEEulgl=S

Settings {lf

<& Export to JSON M Clear all parameters Import... ~
Read R t —
Parameter Code 2% 5 Import from JSON & pata = b EE I A
function fun format

LAl parameters +n Import from Codesysv.2.3 &

This will automatically add the PR200 parameters to akYtec Cloud:

General settings  Event settings GEIEINEEESW-

& Export to JSON i Clear all parameters Import... v Settings {i}
Parameter Code. o ion. function address | messurement formae. = < B = = s
a-All parameters =+ P

i Network variables == Py
éﬂrVar ps13 03 16 201 none: no units  float v v Vv vV ¥V
“-wVar psi2 03 16 200 none: no units uint16 ¥ v v vV ¥

Verifying the data exchange between akYtec Cloud and the device

To view the current values of the device parameters, click ¥'%. The main akYtec Cloud window with

the Parameters tab will appear.
Change the variable values from the PR200 display and monitor the corresponding changes in

akYtec Cloud.

To verify that the parameter values have been recorded to the device, click the Write commands
tab.
Parameter Code Value
apll parameters
ps13  11.22
ps12 3

CAUTION
To enable verification, the list must include parameters of the manageable type.

A
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